V Semester

Course 13: Web Applications Development using PHP & MYSQL

What is PHP

PHP (Hypertext Preprocessor) is a widely-used, open-source, server-side scripting language primarily
designed for web development.

Here's a breakdown:

e Server-Side: PHP code runs on the web server, not directly on the user's computer. This
means the server processes the PHP code, generates HTML, and sends it to the user's
browser for display.

e Scripting Language: It's a powerful tool for creating dynamic web pages. Unlike static HTML,
which displays the same content to everyone, PHP allows you to:

o Generate content dynamically: Display personalized messages, pull data from
databases, and create unique pages based on user interactions.

o Interact with databases: Store and retrieve information from databases like MySQL,
PostgreSQL, and others.

o Handle forms: Process user input from forms, validate data, and send emails.
o Create sessions and cookies: Maintain user information across multiple pages.

e Easyto Learn: PHP is relatively easy to learn, especially for beginners with some
programming experience. It has a simple syntax and a large community for support and
resources.

e Widely Used: PHP is incredibly popular and powers a significant portion of the web. Many
popular content management systems (CMS) like WordPress, Drupal, and Joomla are built on
PHP.

Key Features:
e Open-source: Free to use, distribute, and modify.
e Platform-independent: Runs on various operating systems like Windows, Linux, and macOS.

e Large community: Extensive documentation, tutorials, and support forums are readily
available.

e Object-oriented programming (OOP) support: Allows for organized and reusable code.

e Integration with other technologies: Works seamlessly with HTML, CSS, JavaScript, and
databases.

In essence, PHP is a versatile and powerful tool for building dynamic and interactive websites. Its
ease of use, wide adoption, and strong community support make it a popular choice for web
developers of all levels.



Example:
PHP

<?php

echo "Hello, World!";

>

This simple PHP code will output "Hello, World!" to the browser.

| hope this explanation is helpful! Let me know if you have any further questions.

Explain the Building Blocks of PHP
The building blocks of PHP are:

e Variables:

(¢]

o

(¢]

Used to store data temporarily.
Start with a S sign followed by the variable name (e.g., Sname, Sage).

Can hold various data types like strings, integers, floats, booleans, arrays, and
objects.

e Data Types:

o

(¢]

String: A sequence of characters (e.g., "Hello, world!", "John Doe").
Integer: Whole numbers (e.g., 10, -5, 0).

Float: Numbers with decimal points (e.g., 3.14, -2.5).

Boolean: Represents either true or false.

Array: An ordered collection of values.

Object: A data structure that encapsulates data and methods (functions) to work
with that data.

e Operators:

o

(¢]

Arithmetic operators: +, -, *, /, % (addition, subtraction, multiplication, division,
modulus).

Assignment operators: =, +=, -=, *= (assign, add and assign, subtract and assign,
multiply and? assign).

Comparison operators: ==, I=, >, <, >=, <= (equal to, not equal to, greater than, less
than, greater than or equal to, less than or equal to).

Logical operators:2 &&, ||, ! (and, or, not).

e Control Structures:

o

if/else statements: Execute code conditionally.



o switch statements: Evaluate an expression and execute different code blocks based
on the value.

o loops: Repeat a block of code multiple times.
= for loop: Iterates a specific number of times.
» while loop: Repeats as long as a condition is true.

» do-while loop: Executes the code block at least once, then repeats as long as
a condition is true.

= foreach loop: Iterates over an array.
e Functions:
o Reusable blocks of code that perform a specific task.
o Defined using the function keyword.

o Can accept arguments (inputs) and return a value.

o Ordered collections of values.
o Can hold values of different data types.
o Accessed using indexes (starting from 0).
e Objects:
o Data structures that encapsulate data (properties) and methods (functions).
o Provide a way to model real-world entities.
e File Handling:
o PHP can read from and write to files on the server.
e Database Connectivity:

o PHP can connect to databases like MySQL, PostgreSQL, and SQLite to retrieve and
store data.

e Security:

o Important to consider security measures to prevent vulnerabilities like SQL injection,
cross-site scripting (XSS), and cross-site request forgery (CSRF).

These building blocks work together to create dynamic and interactive web applications using PHP.



Explain PHP Variables
PHP Variables

In PHP, a variable is a named container that stores a value. Think of it as a box with a label (the
variable name) that holds something inside (the value).

Key Characteristics:

e Declaration:
o You declare a variable by prefixing it with a dollar sign (S).
o For example: Sname, Sage, Sprice

e Assignment:
o You assign a value to a variable using the equals sign (=).
o Example: Sname = "John Doe";

e Data Types:

o PHP is dynamically typed, meaning you don't explicitly declare the type of data a
variable will hold.

o Common data types include:
= String: Text (e.g., Sname = "Alice")
= Integer: Whole numbers (e.g., Sage = 30)
*  Float: Numbers with decimals (e.g., Sprice = 9.99)
* Boolean: True or False (e.g., Sis_available = true)

= Array: An ordered collection of values (e.g., Scolors = array("red", "green",
Ilbluell))

e Case-Sensitivity:
o Variable names are case-sensitive.
o Sname and SName are different variables.
e Naming Conventions:
o Start with a letter or underscore (_)
o Can contain letters, numbers, and underscores
o Should be descriptive (e.g., SfirstName, Sproduct_price)
Example:
PHP
<?php

SfirstName = "John";



SlastName = "Doe";

Sage = 30;

echo "Full Name: " . SfirstName . " " . SlastName . "<br>";
echo "Age: " . Sage;

>

This code will output:

Full Name: John Doe

Age: 30

In essence, variables are fundamental building blocks in PHP. They allow you to store and manipulate
data within your scripts, making your code dynamic and flexible.

PHP Data Types

In PHP, data types define the kind of information a variable can hold. Here's a breakdown of common
data types:

1. String:
e Definition: A sequence of characters enclosed in single quotes (') or double quotes (").
e Example:
o Sname ="John Doe";
o Scity ='New York';
e Special Characters:

o Use backslashes (\) to escape special characters like double quotes within double
quotes: $text = "He said, \"Hello!\"";

2. Integer:
e Definition: Whole numbers (positive, negative, or zero).
e Example:
o Sage=30;
o Syear=2024;
3. Float (or Double):
e Definition: Numbers with decimal points.
e Example:

o Sprice =9.99;



o Spi=3.14159;
4. Boolean:
e Definition: Represents a logical entity that can have only two values: true or false.
e Example:
o Sis_active = true;
o Sis_logged_in = false;
5. Array:
e Definition: An ordered collection of values, which can be of different data types.
e Example:
o Scolors = array("red", "green", "blue");
o S$ages = array(25, 30, 28);
e Accessing Elements: Use array indexes (starting from 0): Scolors[0] (returns "red")
6. Object:

e Definition: A data structure that encapsulates data (properties) and methods (functions) that
operate on that data.

e Example:
o Creating a class for a product:
class Product { public Sname; public Sprice;
public function __construct(Sname, Sprice) {
Sthis->name = Sname;

Sthis->price = Sprice;

Sproductl = new Product("Laptop", 1200);

7. NULL:
e Definition: Represents the absence of a value.
e Example:
o Svariable = NULL;

Important Notes:



Type Juggling: PHP is loosely typed, meaning it can automatically convert data types in
certain situations.

Type Casting: You can explicitly convert a variable to a specific data type using functions like
(int), (float), (string), etc.

PHP Operators and Expressions

Operators are symbols that perform specific operations on one or more operands (values or
variables). Here's a breakdown of common PHP operators:

1. Arithmetic Operators:

Addition: + (e.g., Sx =5 + 3;)
Subtraction: - (e.g., Sy = 10 - 4;)
Multiplication: * (e.g., $z2=2 * 6;)
Division: / (e.g., Sresult = 15 / 3;)

Modulus (Remainder): % (e.g., Sremainder = 10 % 3; // result is 1)

2. Assignment Operators:

Simple Assignment: = (e.g., $x = 5;)

Addition Assignment: += (e.g., Sx += 3; // equivalent to $x = Sx + 3;)
Subtraction Assighment: -= (e.g., Sy -= 2; // equivalent to Sy = Sy - 2;)
Multiplication Assignment: *= (e.g., $z *=4; // equivalent to $z = $z * 4;)

Division Assighment: /= (e.g., Sresult /= 2; // equivalent to Sresult = Sresult / 2;)

3. Comparison Operators:

Equal to: == (e.g., if (5x==5){... })

Not Equal to: != or <> (e.g., if (Sy !=10){... })

Greater Than: > (e.g., if (Sage > 18){... })

Less Than: < (e.g., if (Sprice < 100) { ... })

Greater Than or Equal To: >= (e.g., if (Sscore >=60) { ... })
Less Than or Equal To: <= (e.g., if (Stime <=12) {... })
Identical (both value and type): === (e.g., if (5x ===5){... })

Not Identical: |== (e.g., if (Sy !=="10"){... })

4. Logical Operators:

AND: && or and (e.g., if ((Sage > 18) && (Sage <65)){... })
OR: || oror (e.g., if ((Sis_logged_in) || (Sis_admin)) {... })

NOT: ! (e.g., if (ISis_available) { ... })



5. Increment/Decrement Operators:
e Increment: ++$x (pre-increment), Sx++ (post-increment)
e Decrement: --Sx (pre-decrement), Sx-- (post-decrement)
PHP Expressions
An expression is a combination of values, variables, and operators that results in a single value.
Examples:
e Sresult=5+3*2;
e Sis_valid = (Sage >= 18) && (Sage <= 65);
e Sgreeting ="Hello, " . Sname . "!";
Operator Precedence

Operators have a specific order of precedence. For example, multiplication and division generally
have higher precedence than addition and subtraction. You can use parentheses () to override the
default precedence and control the order of operations.

PHP Constants

In PHP, a constant is an identifier (name) that represents a fixed value.! Unlike variables, constants
cannot be changed once they are defined.?

Key Characteristics:
e Immutable: Once defined, their value remains constant throughout the script.?
e Case-sensitive: By default, constants are case-sensitive.?
¢ Naming Convention:
o Typically written in uppercase letters for better readability (e.g., MAX_VALUE, PI).
o Must start with a letter or underscore (_).
o Can contain letters, numbers, and underscores.®
Defining Constants:
e Using the define() function:
PHP
define("MAX_VALUE", 100);
e Using the const keyword (since PHP 5.3):
PHP
const Pl = 3.14159;
Accessing Constants:

e Access constants directly by their name without the dollar sign (S).



PHP
echo "Maximum value: " . MAX_VALUE;
Benefits of Using Constants:

e Improved Readability: Using descriptive constant names makes your code more self-
documenting.

e Maintainability: If you need to change a constant value, you only need to modify it in one
place, ensuring consistency throughout your code.

e Security: Constants can be used to store sensitive information like API keys or database
credentials, making it less likely that they will be accidentally exposed.

Example:
PHP
define("SITE_NAME", "My Website");

const TAX_RATE = 0.07;

echo "Welcome to " . SITE_NAME . "I";

Sprice = 100;

Stotal = Sprice + (Sprice * TAX_RATE);

echo "Total price: " . Stotal;

In this example, SITE_NAME and TAX_RATE are constants. Their values cannot be changed within the

script, improving code maintainability and making it easier to understand.®

Flow Control Functions in PHP

Flow control functions in PHP are used to manage the order in which your code is executed. They
allow you to:

e Make decisions: Choose which code blocks to execute based on conditions.
e Repeat actions: Execute a block of code multiple times.
Here are some of the most important flow control functions:
1. if, elseif, else:
e Purpose: Make decisions based on conditions.
e Syntax:
PHP
if (condition) {
// Code to execute if condition is true

} elseif (another_condition) {



// Code to execute if the first condition is false, but another_condition is true
}else {

// Code to execute if none of the above conditions are true

}
2. switch:
e Purpose: Evaluate an expression and execute different code blocks based on the value of the
expression.
e Syntax:
PHP

switch (Sexpression) {

case valuel:
// Code to execute if Sexpression is equal to valuel
break;

case value2:
// Code to execute if Sexpression is equal to value2
break;

// ... more cases

default:

// Code to execute if Sexpression doesn't match any of the cases

}

3. for loop:
e Purpose: Execute a block of code a specific number of times.
e Syntax:

PHP

for (Si = 0; Si < 10; Si++) {
// Code to execute in each iteration
}
4. while loop:
e Purpose: Execute a block of code as long as a condition is true.
e Syntax:

PHP



while (condition) {
// Code to execute
}
5. do-while loop:
e Purpose: Execute a block of code at least once, and then repeat as long as a condition is true.
e Syntax:
PHP
do {
// Code to execute
} while (condition);
6. foreach loop:
e Purpose: Iterate over an array.
e Syntax:
PHP
foreach (Sarray as Svalue) {
// Code to execute for each value in the array
}
7. break:
e Purpose: Exit a loop or a switch statement prematurely.
8. continue:
e Purpose: Skip the current iteration of a loop and move to the next one.
9. return:
e Purpose: Exit a function and optionally return a value.

These flow control functions are essential for creating dynamic and interactive PHP applications.
They allow you to control the execution flow of your code based on conditions, making your scripts
more flexible and efficient.



Switching Flow in PHP

Switching Flow in PHP is achieved using the switch statement. It's a control flow structure that
evaluates an expression and executes different code blocks based on the value of that expression.

How it Works:
1. Expression Evaluation: The switch statement begins by evaluating the given expression.
2. Case Matching: The result of the expression is then compared to each case value.
3. Code Execution: If a match is found, the code block associated with that case is executed.

4. break Statement: The break statement is crucial within each case block. It prevents the code
from "falling through" to the next case even if a match is found.

Syntax:
PHP
switch (Sexpression) {
case valuel:
// Code to execute if Sexpression is equal to valuel
break;
case value2:
// Code to execute if Sexpression is equal to value2
break;
// ... more cases
default:
// Code to execute if Sexpression doesn't match any of the cases
}
Example:
PHP

SdayOfWeek = "Sunday";

switch (SdayOfWeek) {
case "Monday":
echo "It's Monday!";
break;
case "Tuesday":

case "Wednesday":



echo "It's a weekday.";
break;
case "Thursday":
case "Friday":
echo "Almost the weekend!";
break;
case "Saturday":
case "Sunday":
echo "Weekend!";
break;
default:
echo "Invalid day of the week.";
}
In this example:
e The SdayOfWeek variable holds the string "Sunday".
e The switch statement evaluates the value of SdayOfWeek.
e The code enters the "Saturday" and "Sunday" case because "Sunday" matches.

e The code within that case block is executed, and the break statement prevents further case
execution.

Key Points:

e The default case is optional. It provides a catch-all for values that don't match any of the
specified case values.

e You can combine multiple case values using commas (as shown in the example above).

e The break statement is essential to prevent unexpected behavior. If you omit it, the code will
continue executing through subsequent case blocks.



Loops in PHP

Loops are a fundamental concept in programming that allow you to repeatedly execute a block of
code. This is invaluable when you need to perform the same action multiple times with slight
variations.

PHP offers several types of loops:

1. for Loop:
e Purpose: Used when you know the exact number of times you want to repeat the code
block.
e Syntax:

PHP
for (initialization; condition; increment/decrement) {

// Code to be executed repeatedly

}
o Initialization: Occurs once before the loop starts. Often used to initialize a counter
variable.
o Condition: Checked before each iteration. If true, the loop continues; if false, the
loop terminates.
o Increment/Decrement: Occurs after each iteration. Usually used to update the
counter variable.
e Example:
PHP

for (Si = 0; $i < 5; Si++) {

echo "lteration: " . Si . "<br>";

}
2. while Loop:
e Purpose: Used when you want to repeat the code block as long as a specific condition
remains true.
e Syntax:
PHP

while (condition) {

// Code to be executed repeatedly

e Example:



PHP
Scount = 0;
while (Scount < 3) {
echo "Count: " . Scount . "<br>";
Scount++;
}
3. do-while Loop:

e Purpose: Similar to while, but guarantees that the code block will be executed at least once
before the condition is checked.

e Syntax:
PHP
do {
// Code to be executed repeatedly
} while (condition);
e Example:
PHP
si=1;
do {
echo "Number: " . Si. "<br>";
Sit++;
} while (Si<=5);
4. foreach Loop:
e Purpose: Specifically designed to iterate over arrays.
e Syntax:
PHP
foreach (Sarray as Svalue) {

// Code to be executed for each value in the array

e Example:
PHP

Sfruits = array("apple", "banana", "orange");



foreach (Sfruits as Sfruit) {
echo Sfruit . "<br>";

}

Key Considerations:

e Infinite Loops: Be cautious of infinite loops, where the loop condition never becomes false.
This can cause your script to run indefinitely.

e break and continue:
o break: Exits the loop immediately.

o continue: Skips the current iteration and moves to the next one.

Code Blocks in PHP

e Definition: A code block is a set of one or more lines of code that are grouped together.
e Significance:

o Control Flow: Code blocks are crucial for controlling the execution flow of your PHP
script. They define which parts of your code should be executed under specific
conditions (e.g., within loops, inside if statements).

o Scope: Code blocks can define the scope of variables. Variables declared within a
code block are generally not accessible outside that block.

e Examples:
o Inside if statement:
PHP
if (Sage >=18) {

echo "You are an adult.";

o Inside for loop:
PHP
for (Si=0; Si< 5; Si++) {

echo "lteration: " . Si. "<br>";

o Inside a function:
PHP
function greet(Sname) {

echo "Hello, " . Sname . "I";



Browser Output in PHP

e How it Works:
o PHP code is executed on the server.
o The server processes the PHP code, generating HTML, CSS, and JavaScript.
o The resulting HTML, CSS, and JavaScript are then sent to the user's web browser.
o The browser interprets the HTML and displays the web page to the user.
e Generating Output:
o The echo and print statements are commonly used to output data to the browser.
o You can output text, variables, and the results of expressions.
e Example:
PHP
<?php
Sname = "John Doe";
echo "<h1>Hello, " . Snhame . "</h1>";
>
This code will generate the following HTML output in the browser:
HTML
<h1>Hello, John Doe</h1>
Key Points:
e PHP code itself is not directly visible in the browser.
e The browser only receives the HTML, CSS, and JavaScript generated by the PHP code.

e By carefully controlling code blocks and using output functions like echo, you can generate
dynamic and interactive web pages.

Working with Functions in PHP

In PHP, a function is a reusable block of code designed to perform a specific task. They are essential
for:

e Modularity: Breaking down complex problems into smaller, more manageable units.

e Reusability: Avoiding code duplication by defining a function once and calling it multiple
times.

e Readability: Improving code organization and making it easier to understand.

Defining a Function:



e Use the function keyword followed by the function name and parentheses.

e Inside the parentheses, you can define parameters (placeholders for values that will be
passed to the function).

e The code to be executed within the function is enclosed within curly braces {}.
Syntax:
PHP
function function_name(parameterl, parameter2, ...) {
// Code to be executed within the function
}
Example:
PHP
function greet(Sname) {
echo "Hello, " . Sname . "I";
}
Calling a Function:

To execute a function, you simply call it by its name followed by parentheses. If the function expects
parameters, you pass the values within the parentheses.

Example:

PHP

greet("John Doe"); // Output: Hello, John Doe!
Returning Values:

Functions can return a value using the return statement.
Example:

PHP

function add(Sx, Sy) {

return Sx + Sy;

Ssum = add(5, 3);
echo Ssum; // Output: 8
Function Arguments:

e Parameters: Variables defined within the function's parentheses.



e Arguments: Actual values passed to the function when it's called.
Example:
PHP
function greet(Sname, Sgreeting = "Hello") {

echo Sgreeting . "," . Shame . "!";

greet("Alice"); // Output: Hello, Alice!
greet("Bob", "Hi"); // Output: Hi, Bob!
Variable Scope:

e Variables declared within a function are local to that function and cannot be accessed
outside.

e Variables declared outside a function are global and can be accessed within the function (but
it's generally discouraged).

Key Advantages of Using Functions:
e Code Reusability: Avoid writing the same code repeatedly.
e Improved Readability: Makes code more organized and easier to understand.
e Maintainability: Easier to modify and debug specific parts of your code.

e  Modularity: Breaks down complex tasks into smaller, more manageable units.

Creating Functions in PHP
In PHP, functions are reusable blocks of code that perform a specific task.? They enhance code
organization, readability, and maintainability.?

Here's how to create a function:
1. Use the function keyword: This signifies the beginning of a function definition.?
2. Specify the function name: Choose a descriptive name that reflects the function's purpose.*

3. Define parameters (optional): Parameters are placeholders for values that you'll pass to the
function when you call it.> They are enclosed within parentheses ().

4. Write the function body: This is the code that the function will execute.® It's enclosed within
curly braces {}.

Syntax:
PHP
function function_name(parameterl, parameter2, ...) {

// Code to be executed within the function



}

Example:
PHP
function greet(Sname) {
echo "Hello, " . Sname . "I";

}
In this example:

e greet is the name of the function.

e Sname is a parameter that will hold the name to be greeted.

e The function simply echoes a greeting message using the provided name.”

Calling a Function

To execute a function, you call it by its name followed by parentheses.? If the function expects
parameters, you pass® the values within the parentheses.”

Example:
PHP
greet("John Doe"); // Output: Hello, John Doe!
Key Points:
e Function names should be descriptive and follow a consistent naming convention.!
e Parameters allow you to pass data to the function, making it more flexible.??
e Functions can return a value using the return statement.
e Proper function design improves code organization and maintainability.'?

By effectively creating and using functions, you can write more efficient, reusable, and easier-to-
maintain PHP code.'

Calling Functions in PHP
To execute a function in PHP, you "call" it. Here's how:
1. Simple Function Call:

e Syntax: function_name();

o If the function doesn't require any input (no parameters), you simply use the
function name followed by parentheses.

e Example:
PHP

function greet() {



echo "Hello, world!";

greet(); // This will output: "Hello, world!"
2. Function Call with Arguments:
e Syntax: function_name(argumentl, argument2, ...);

o If the function expects parameters, you provide the values for those parameters
within the parentheses, separated by commas.

e Example:
PHP
function greet(Sname) {

echo "Hello, " . Sname . "I";

greet("John Doe"); // This will output: "Hello, John Doe!"
Key Points:

e Argument Order: The order of arguments in the function call must match the order of
parameters in the function definition.

e Data Types: Ensure that the data types of the arguments you pass match the expected data
types of the function's parameters.

e Returning Values: If a function returns a value, you can store that value in a variable.
e Example:

PHP

function add(Sx, Sy) {

return Sx + Sy;

Sresult = add(5, 3); // Sresult will now hold the value 8

In essence, calling a function is how you instruct the PHP interpreter to execute the code defined
within that function, potentially passing data to it and receiving a result.



Returning Values from User Input in PHP

In PHP, you can use various methods to get input from the user and then return that input as a value
from a function. Here's a common approach:

1. Using S_GET or $_POST for Form Data:

e HTML Form: Create an HTML form with input fields (e.g., text boxes, checkboxes, radio
buttons).

e PHP Function:
o UseS_GET to retrieve data from forms submitted with the GET method.
o UseS$S_POST to retrieve data from forms submitted with the POST method.
o Extract the necessary values from the $_GET or $_POST array.
o Return the extracted value(s).
Example:
PHP

<?php

function getUserInput() {
if (isset(S_POST['username'])) {
return $_POST['username'];
}else {

return "No username provided.";

// Assuming the form is submitted via POST
Susername = getUserlnput();

echo "Username: " . Susername;

>

2. Using readline() for Command-Line Input:
e For command-line scripts: Use the readline() function to get input directly from the user.
e Example:

PHP



function getUserlnput() {
echo "Enter your name: ";
Sname = readline();

return Sname;

SuserName = getUserlnput();
echo "Hello, " . SuserName . "I";
Key Considerations:

e Data Validation: Always validate user input to prevent security vulnerabilities and ensure
data integrity.

e Error Handling: Implement proper error handling to gracefully handle unexpected input or
missing values.

e Security: When dealing with sensitive user data (like passwords), always use appropriate
security measures (e.g., hashing, encryption).

By combining these techniques, you can effectively retrieve user input, process it within your PHP
functions, and return the results as needed.

Note: These examples provide basic implementations. You can adapt them to your specific needs and
use more advanced techniques for handling complex user input scenarios.

Defined Functions in PHP

In PHP, a defined function refers to a user-defined function. This means you, the programmer, create
these functions to encapsulate specific tasks within your code.

Key Characteristics:

e Reusability: The core benefit. You define a function once and can call it multiple times
throughout your script, avoiding code duplication.

e Modularity: Break down complex problems into smaller, more manageable units.
e Readability: Improves code organization and makes it easier to understand.
e Maintainability: Easier to modify and debug specific parts of your code.
Creating a Defined Function:
e Syntax:
PHP
function function_name(parameterl, parameter2, ...) {

// Code to be executed within the function



e Example:
PHP
function greet(Sname) {

echo "Hello, " . Sname . "I";

o greetis the function name.
o Sname is a parameter (a placeholder for an input value).
Calling a Defined Function:
e Syntax: function_name(argumentl, argument2, ...);

o argumentl, argument2, etc. are the actual values you pass to the function when you
call it.

e Example:
PHP
greet("John Doe"); // Output: Hello, John Doe!
Key Concepts:
e Parameters: Variables defined within the function's parentheses.
e Arguments: The actual values passed to the function when it's called.
e Return Values: Functions can return a value using the return statement.
e Scope: Variables declared within a function are generally local to that function.
Benefits of Using Defined Functions:
e Improved Code Organization: Makes your code more structured and easier to follow.
e Reduced Code Redundancy: Avoids writing the same code repeatedly.
e Enhanced Maintainability: Easier to make changes and fix errors.

e Better Code Reusability: Functions can be used in different parts of your application or even
in other projects.

By effectively defining and using functions, you can write more efficient, maintainable, and elegant
PHP code.



Variable Scope in PHP

In PHP, a variable's scope determines where within your code that variable can be accessed.
Understanding scope is crucial for writing well-structured and bug-free code.

1. Global Scope:
e Definition: A variable declared outside of any function or class has global scope.
e Accessibility: It can be accessed from anywhere within the script.
e Example:

PHP

SglobalVar ="l am a global variable";

function myFunction() {

echo SglobalVar; // Accessible within the function

myFunction();
echo $globalVar; // Accessible outside the function
2. Local Scope:
e Definition: A variable declared within a function has local scope.
e Accessibility: It's only accessible within that specific function.
e Example:
PHP
function myFunction() {
SlocalVar ="l am a local variable";

echo SlocalVar; // Accessible within the function

myFunction();
// echo SlocalVar; // This will cause an error - SlocalVar is not accessible here
3. Static Variables:

e Definition: Declared within a function using the static keyword.

e Behavior: Retains its value between function calls.



e Example:
PHP
function countCalls() {
static Scount = 0;
Scount++;

echo "Function called " . Scount . " times.<br>";

countCalls();
countCalls();
countCalls();
Important Considerations:

e Global Variables: While accessible, excessive use of global variables can make your code
harder to read, debug, and maintain.

e Scope and Functions: Understanding scope is essential for writing modular and reusable
functions.

e global Keyword: You can access a global variable within a function using the global keyword,
but it's generally discouraged due to potential side effects.

In essence, variable scope in PHP governs where and how variables can be accessed within your

code, significantly impacting code organization, readability, and maintainability.

Saving State Between Function Calls with the static Statement
In PHP, the static keyword within a function allows you to preserve the value of a variable between
function calls.

How it Works:
e When a function with a static variable is called for the first time:
o The variable is created and initialized (if an initial value is provided).
e Insubsequent calls to the same function:
o The value of the static variable is retained from the previous call.
Example:
PHP
function countCalls() {
static Scount = 0; // Declare Scount as a static variable

Scount++;



echo "Function called " . Scount . " times.<br>";

countCalls(); // Output: Function called 1 times.
countCalls(); // Output: Function called 2 times.
countCalls(); // Output: Function called 3 times.
In this example:
1. The first call to countCalls() initializes Scount to 0.
2. In each subsequent call, Scount retains its previous value and is incremented.
Key Points:
e The static variable is only accessible within the function where it's declared.
e It's a way to maintain a persistent state within a function across multiple calls.

e Useful for scenarios where you need to track information (like a counter) between function
invocations.

Example Use Case:

Imagine a function that generates unique IDs. You could use a static variable to keep track of the last
ID generated and ensure that each subsequent ID is unique.

Note: While static variables can be useful, overuse can sometimes make code harder to understand

and debug. Use them judiciously and only when necessary.

Arguments in PHP Functions

In PHP, arguments are the values that you pass to a function when you call it. These values are used
within the function to perform its operations.

Key Concepts:

e Parameters: Variables defined within the function's parentheses when you define the
function. They act as placeholders for the arguments that will be passed.

PHP
function greet(Sname) {// Sname is a parameter

echo "Hello, " . Sname . "!";

e Arguments: The actual values that you provide when you call the function.
PHP
greet("John Doe"); // "John Doe" is the argument

How Arguments Work:



1. Passing Arguments: When you call a function, the arguments you provide are assigned to the
corresponding parameters within the function.

2. Using Arguments: Inside the function, you can use the parameters to perform operations,
calculations, or any other logic.

Example:
PHP
function add(Sx, Sy) { // $x and Sy are parameters

return Sx + Sy;

Sresult = add(5, 3); // 5 and 3 are arguments
echo Sresult; // Output: 8
Important Notes:

e Order: The order of arguments in the function call must match the order of parameters in
the function definition.

e Data Types: While PHP is loosely typed, it's good practice to ensure that the data types of the
arguments match the expected data types of the parameters.

e Default Arguments: You can provide default values for parameters. If no argument is
provided for a parameter with a default value, the default value is used.

PHP
function greet(Sname = "Guest") {

echo "Hello, " . Sname . "I";

e Variable-Length Argument Lists: You can use func_get_args() to access an array of all
arguments passed to a function, even if the number of arguments is not known beforehand.

By understanding how to use arguments effectively, you can create versatile and flexible functions
that can adapt to different input values.
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Working with Arrays in PHP

In PHP, an array is an ordered collection of values. These values can be of different data types
(integers, strings, floats, booleans, even other arrays).

Creating Arrays:
e Using the array() function:
PHP
Scolors = array("red", "green", "blue");
Snumbers = array(1, 2, 3, 4, 5);
Smixed = array(10, "hello", true, 3.14);
e Short Syntax (since PHP 5.4):
PHP
Scolors = ["red", "green", "blue"];
Shumbers=1[1, 2, 3, 4, 5];
Accessing Array Elements:
e Use array indexes (start from 0):
PHP
Scolors[0]; // Accesses the first element ("red")
Snumbers[2]; // Accesses the third element (3)
Modifying Array Elements:
e Assign a new value to a specific index:
PHP
Scolors[1] = "yellow";
Adding Elements:
e Push to the end: array_push(Scolors, "black");
e Add to the beginning: array_unshift(Scolors, "white");
Removing Elements:
e Remove from the end: array_pop(Scolors);
e Remove from the beginning: array_shift(Scolors);

e Remove by index: unset(Scolors[1]);



Other Important Array Functions:
e count(Sarray): Returns the number of elements in the array.
e in_array(Svalue, Sarray): Checks if a value exists within the array.
e sort(Sarray): Sorts the array in ascending order.
o rsort(Sarray): Sorts the array in descending order.

o implode(",", Sarray): Converts an array to a string, using a specified separator.
o explode(",", Sstring): Converts a string to an array, using a specified delimiter.
Multidimensional Arrays:
e Arrays can contain other arrays, creating multidimensional arrays.
PHP
Sstudents = [
["name" =>"Alice", "age" => 25],

"name" =>"Bob", "age" => 28],

["name" => "Charlie", "age" => 30]

Creating Arrays in PHP

In PHP, you can create arrays in a few ways:
1. Using the array() function:
PHP
Scolors = array("red", "green", "blue");
Snumbers = array(1, 2, 3, 4, 5);
Smixed = array(10, "hello", true, 3.14);
2. Using the short syntax (since PHP 5.4):
PHP
Scolors = ["red", "green", "blue"];
Snumbers=1[1, 2, 3, 4, 5];
Key Points:

e Order: Arrays are ordered collections, meaning the elements have a specific position (index).

e Data Types: Arrays can hold elements of different data types (integers, strings, floats,
booleans, even other arrays).



e Flexibility: Arrays are incredibly versatile and are used extensively in PHP for various
purposes, such as storing lists, collections of data, and representing more complex data
structures.

Example:
PHP

Sfruits = array("apple", "banana", "orange");

// Accessing elements:
echo $fruits[0]; // Output: "apple"

echo S$fruits[1]; // Output: "banana"

// Adding an element:

Sfruits[] = "mango"; // Adds "mango" to the end of the array

// Printing the array:
print_r(Sfruits);

| hope this explanation helps you understand how to create arrays in PHP! Let me know if you have
any further questions.

PHP, the some() function

However, you can achieve similar functionality using a combination of other array functions. Here's
how:

1. Using array_filter():
e array_filter() creates a new array containing only the elements that satisfy a given condition.
e Check if the resulting array is not empty.

PHP

Snumbers =1, 2, 3, 4, 5];

function isEven(Snumber) {

return (Snumber % 2) == 0;



SevenNumbers = array_filter(Snumbers, "isEven");

if (lempty(SevenNumbers)) {
echo "The array contains at least one even number.";
}else {
echo "The array does not contain any even numbers.";
}
2. Using a foreach loop:
e lterate through the array and check the condition for each element.
e If the condition is met for any element, set a flag and break the loop.
PHP
Shumbers=1[1,3,5, 7, 9];

ShasEvenNumber = false;

foreach (Snumbers as Snumber) {
if (Snumber % 2 ==0) {
ShasEvenNumber = true;

break;

if (ShasEvenNumber) {
echo "The array contains at least one even number.";
}else {
echo "The array does not contain any even numbers.";
}
Explanation:
e These examples check if an array contains at least one even number.

e You can adapt the condition within the isEven() function or the if statement to check for any
other criteria you need.

In essence, while PHP doesn't have a direct some() function like JavaScript, you can achieve the same
result by filtering the array or iterating through it to find elements that satisfy a specific condition.



RELATED FUNCTIONS

1. Functions that operate on the same data structure:

e Array Functions: A large group of functions specifically designed to work with arrays:
o array_map(): Applies a callback function to each element of an array.
o array_filter(): Filters elements of an array using a callback function.
o array_reduce():! Reduces an array to a single value? using a callback function.
o array_search(): Searches an array for a given value and returns its key.
o array_merge(): Merges two or more arrays.
o sort(): Sorts an array in ascending order.
o rsort(): Sorts an array in descending order.
o array_unique(): Removes duplicate values from an array.

e String Functions:
o strlen(): Returns the length of a string.
o strpos(): Finds the position of the first occurrence of a substring within a string.
o substr(): Extracts a part of a string.
o str_replace(): Replaces occurrences of one string with another.

2. Functions that work together to achieve a specific goal:

e Input/Output Functions:
o fopen(), fread(), fwrite(), fclose() for file handling.
o $_GET, $_POST, $_REQUEST for retrieving user input from forms.

e Database Functions:

o mysqli_connect(), mysqli_query(), mysqli_fetch_assoc() for interacting with MySQL
databases.

3. Functions that have a similar purpose or functionality:
e For example, functions that generate random numbers (rand(), mt_rand()).
e Or functions that deal with date and time (date(), time(), strtotime()).

In essence, "related functions" often share commonalities in terms of the data they operate on, the
tasks they perform, or their overall purpose within a specific context.



Working with Objects in PHP

In PHP, objects are instances of classes. A class is a blueprint that defines the properties (data) and
methods (functions) that an object will have.

1. Defining a Class:
e Use the class keyword to define a class.
e Inside the class, define properties (variables) and methods (functions).
PHP
class Product {
public Sname;

public Sprice;

public function __construct(Sname, Sprice) {
Sthis->name = Sname;

Sthis->price = Sprice;

public function displayInfo() {
echo "Product Name: " . Sthis->name . "<br>";

echo "Price: §" . Sthis->price . "<br>";

}

2. Creating an Object (Instantiation):
e Use the new keyword followed by the class name to create an object.
PHP
Sproductl = new Product("Laptop", 1200);
3. Accessing Properties and Methods:
e Use the -> operator to access properties and methods of an object.
PHP
echo $productl->name; // Output: Laptop
Sproduct1->displayinfo();

Key Concepts:



e Properties: Represent the attributes or characteristics of an object.
e Methods: Represent the actions or behaviors that an object can perform.

e __ construct(): A special method called the "constructor." It's automatically called when an
object is created.

e Sthis: A special keyword that refers to the current object within the class.
Benefits of Using Objects:

e Modularity: Encapsulate data and behavior within a single unit.

e Reusability: Create multiple objects from the same class.

e Maintainability: Easier to organize and manage complex code.

e Code Reusability: Inheritance allows you to create new classes that inherit properties and
methods from existing classes.

In essence, objects provide a powerful way to model real-world entities and create structured,
reusable, and maintainable code in PHP.

Creating Objects in PHP

In PHP, objects are instances of classes. To create an object, you use the new keyword followed by
the class name.

Example:

PHP

class Car {
public Scolor;

public Smodel;

public function __ construct(Scolor, Smodel) {
Sthis->color = Scolor;

Sthis->model = Smodel;

public function honk() {
echo "Beep!";

}



// Create an object of the Car class

SmyCar = new Car("red", "Mustang");

// Access properties
echo "Color: " . SmyCar->color . "<br>";

echo "Model: " . SmyCar->model . "<br>";

// Call a method
SmyCar->honk();
Explanation:
1. Define the Class:
o The Car class has two properties: color and model.

o The __construct() method is a special method called the "constructor." It's
automatically called when a new object of the class is created. It initializes the
object's properties.

o The honk() method simulates the car honking.
2. Create an Object:
o SmyCar = new Car("red", "Mustang"); creates a new object of the Car class.
o Thevalues "red" and "Mustang" are passed as arguments to the constructor.
3. Access Properties and Methods:
o SmyCar->color accesses the color property of the SmyCar object.

o SmyCar->honk() calls the honk() method of the SmyCar object.

Key Points:
e The new keyword is essential for creating an object from a class.

e You can create multiple objects from the same class, each with its own set of property
values.

e Objects provide a structured way to represent real-world entities and their behaviors in your

PHP code.



Accessing Object Instances in PHP
You access properties and methods of an object using the arrow operator (->).

Syntax:
e Accessing a property: Sobject_name->property_name
e Calling a method: Sobject_name->method_name([arguments])
Example:
PHP
class Car {
public Scolor;

public Smodel;

public function __construct(Scolor, Smodel) {
Sthis->color = Scolor;
Sthis->model = Smodel;

}

public function honk() {
echo "Beep!";
}
}

SmyCar = new Car("red", "Mustang");

// Accessing properties
echo "Color: " . SmyCar->color . "<br>"; // Output: Color: red

echo "Model: " . SmyCar->model . "<br>"; // Output: Model: Mustang

// Calling a method
SmyCar->honk(); // Output: Beep!

Key Points:



e The arrow operator is the primary way to interact with the data and behavior encapsulated
within an object.

e You can use it to read the values of properties, modify them, and call methods on the object.

Working with Strings in PHP

Strings are a fundamental data type in PHP, representing a sequence of characters. Here's a
breakdown of key concepts and common operations:

1. Creating Strings:
e Using single quotes:
PHP
Sstringl = 'This is a single-quoted string.';
e Using double quotes:
PHP
Sstring2 = "This is a double-quoted string.";

o Double quotes allow for variable interpolation (e.g., Sname = "John"; Sgreeting =
"Hello, Sname!";)

2. String Concatenation:
e Combining strings using the dot (.) operator.
PHP
SfirstName = "John";
SlastName = "Doe";
SfullName = SfirstName . " " . SlastName; // Output: "John Doe"
3. String Functions:
e strlen(Sstring): Returns the length of a string.

e str_replace($search, Sreplace, Ssubject): Replaces all occurrences of Ssearch with Sreplace in
Ssubject.

o substr(Sstring, Sstart, Slength): Extracts a portion of a string.

e strpos(Shaystack, Sneedle): Finds the position of the first occurrence of Sneedle within
Shaystack.

e strtolower(Sstring): Converts the string to lowercase.

o strtoupper(Sstring): Converts the string to uppercase.

e trim(Sstring): Removes whitespace from the beginning and end of a string.

e explode(Sdelimiter, Sstring): Splits a string into an array based on a delimiter.

o implode(Sglue, Sarray): Joins the elements of an array into a string using a glue.



4. String Manipulation:

e String formatting: Use sprintf() or printf() for formatted output.

e Regular expressions: Powerful for pattern matching and complex string manipulation.
Example:
PHP

Stext = "Hello, world!";

// String length
Slength = strlen(Stext);

echo "Length: " . Slength . "<br>";

// Substring
Ssub = substr(Stext, 0, 5);

echo "Substring: " . Ssub . "<br>";

// Replace
SnewText = str_replace("world", "PHP", Stext);
echo "New Text: " . SnewText . "<br>";

In summary, strings are a fundamental part of web development, and PHP provides a rich set of
functions for manipulating and working with them effectively.

Working with Dates and Time in PHP

PHP offers a robust set of functions and classes for handling dates and times effectively. Here's a
breakdown:

1. date() Function:

e Purpose: Formats a Unix timestamp (seconds since January 1, 1970) according to a specified
format.

e Syntax: date(format, timestamp)
o format: A string of characters representing the desired output format.
o timestamp: (Optional) A Unix timestamp. If omitted, the current time is used.

e Format Characters:



* Format Characters:

| Character | Description | Example |
[-mmmmmmeee [=mmmmm e |-=mmmee-
| &X | Four-digit year | 2024 |

| m | Two-digit month (01-12) 1 |

| d | Two-digit day of the month (01-31) |25 |

| H | 24-hour format of an hour (00-23) [15 |
| h | 12-hour format of an hour (01-12) |03 |

| i | Minutes with leading zeros (00-59) |45 |
| s | Seconds with leading zeros (00-59) |30 |
| a | “am" or “pm" lpm |

| A | "AM" or “PM" | PM |

PHP
ScurrentDate = date("Y-m-d H:i:s"); // Current date and time in "YYYY-MM-DD HH:MM:SS" format
echo ScurrentDate;
2. time() Function:
e Purpose: Returns the current Unix timestamp (number of seconds since January 1, 1970).
PHP
Stimestamp = time();
echo Stimestamp;
3. DateTime Class:
e Purpose: Provides an object-oriented approach to working with dates and times.
e Example:
PHP
Snow = new DateTime();
echo Snow->format('Y-m-d'); // Output: 2024-11-25
e Features:
o Timezone handling
o Date/time manipulation (adding/subtracting intervals)
o Easy formatting

4. Other Useful Functions:



e strtotime(): Converts human-readable date/time strings into Unix timestamps.
e checkdate(): Validates a Gregorian date.
Key Considerations:

e Timezones: Always consider timezones when working with dates and times, especially in
applications with users in different locations. Use date_default_timezone_set() to set the
default timezone for your script.

e Internationalization: If your application needs to handle dates and times in different locales,

use the intl extension and its classes for localized date/time formatting and parsing.

Formatting Strings with PHP

PHP offers several ways to format strings, allowing you to control the presentation of outputin a
more structured and flexible manner.

1. sprintf() Function:
e Purpose: Returns a formatted string.
e Syntax: sprintf(format, argl, arg2, ...)
o format: A string that specifies the desired format using placeholders.
o argl, arg2, ...: Values to be inserted into the format string.

e Format Specifiers:

» Format Specifiers:

| Specifier | Description | Example
[-===mmmmeee e e B
-]
| %d |Integer | sprintf("The number is %d", 42); |
| %f | Floating-point number | sprintf("Pi is approximately %.2f",
3.14159); |
| s |String | sprintf(“Hello, %s!", “John"); |
| %c | Character | sprintf("The first letter is %c", "A"); |
| %% | Literal percent sign | sprintf("Percentage: %%"); |
o
Example:

PHP

Shame = "John";

Sage = 30;

SformattedString = sprintf("My name is %s and | am %d years old.", Sname, Sage);
echo $formattedString; // Output: My name is John and | am 30 years old.

2. printf() Function:



e Similar to sprintf(), but instead of returning the formatted string, it outputs it directly to the
browser.

PHP
printf("The result is: %d", 10 + 5); // Output: The result is: 15
3. number_format() Function:
e Formats numbers with grouped thousands.
PHP
Snumber = 1234567.89;
SformattedNumber = number_format(Snumber, 2, ".", ","); // Output: 1,234,567.89
4. Heredoc/Nowdoc Syntax:
e Allows you to define multi-line strings without the need for escape characters.
PHP
Shame ="John";
Smessage = <<<EOD
Hello,
Sname
This is a multi-line string.
EOD;
echo Smessage;

These methods provide various ways to format strings effectively, making your PHP code more
readable and maintainable.

| hope this explanation is helpful! Let me know if you have any further questions.

Manipulating Strings with PHP

PHP provides a rich set of functions for manipulating strings, allowing you to perform various
operations on them. Here are some common string manipulation techniques:

1. String Concatenation:
e Joining two or more strings together using the dot (.) operator.
PHP
SfirstName = "John";
SlastName = "Doe";
SfullName = SfirstName . " " . SlastName; // Output: "John Doe"

2. String Length:



e Determining the number of characters in a string using strlen().
PHP
Stext = "Hello, world!";
Slength = strlen(Stext);
echo "Length: " . Slength; // Output: 13
3. Extracting Substrings:
e Extracting a portion of a string using substr().
PHP
Stext = "Hello, world!";
Ssub = substr(Stext, 0, 5); // Extract the first 5 characters
echo "Substring: " . Ssub; // Output: "Hello"
4. Finding Substring Positions:
e Finding the position of a substring within a string using strpos().
PHP
Stext = "Hello, world!";
Sposition = strpos(Stext, "world");
echo "Position of 'world": " . Sposition; // Output: 7
5. Replacing Substrings:
e Replacing occurrences of one string with another using str_replace().
PHP
Stext = "Hello, world!";
SnewText = str_replace("world", "PHP", Stext);
echo "New Text: " . SnewText; // Output: "Hello, PHP!"
6. Case Conversion:
e Converting strings to lowercase using strtolower().
e Converting strings to uppercase using strtoupper().
7. Trimming Whitespace:
e Removing whitespace from the beginning and end of a string using trim().
8. Splitting and Joining Strings:
e Splitting a string into an array of substrings using explode().

e Joining the elements of an array into a single string using implode().



9. String Padding:
e Adding characters to the beginning or end of a string using str_pad().
10. Regular Expressions:

e Powerful for advanced string manipulation, pattern matching, and data extraction. PHP
supports Perl-compatible regular expressions.

Example:
PHP

Stext = "This is a sample string.";

// Find the position of the word "sample"

Sposition = strpos(Stext, "sample");

// Extract a substring

Ssubstring = substr(Stext, 0, Sposition);

// Replace "sample" with "example"

SnewText = str_replace("sample", "example", Stext);

echo "Position: " . Sposition . "<br>";
echo "Substring: " . Ssubstring . "<br>";
echo "New Text: " . SnewText . "<br>";

These are just a few examples of the many string manipulation functions available in PHP. By
mastering these techniques, you can effectively work with text data in your PHP applications.

Working with Dates and Time in PHP

PHP offers a robust set of functions and classes for handling dates and times effectively. Here's a
breakdown:

1. date() Function:

e Purpose: Formats a Unix timestamp (seconds since January 1, 1970) according to a specified
format.

e Syntax: date(format, timestamp)
o format: A string of characters representing the desired output format.

o timestamp: (Optional) A Unix timestamp. If omitted, the current time is used.



e Format Characters:

* Format Characters:

| Character | Description | Example |
[-mmmmmeeeee [=mmmmm e |-=mmeeee-
| Y | Four-digit year [2024 |

| m | Two-digit month (01-12) (11 |

| d | Two-digit day of the month (01-31) [25 |

| H | 24-hour format of an hour (00-23) [15 |
| h | 12-hour format of an hour (01-12) |03 |

| i | Minutes with leading zeros (00-59) |45 |
| s | Seconds with leading zeros (00-59) [30 |
| a | “am" or “pm" |lpm |

| A | “AM" or "PM" IPM |

Example:

PHP
ScurrentDate = date("Y-m-d H:i:s"); // Current date and time in "YYYY-MM-DD HH:MM:SS" format
echo ScurrentDate;
2. time() Function:

e Purpose: Returns the current Unix timestamp (number of seconds since January 1, 1970).
PHP
Stimestamp = time();
echo Stimestamp;
3. DateTime Class:

e Purpose: Provides an object-oriented approach to working with dates and times.

e Example:
PHP
Show = new DateTime();
echo Snow->format('Y-m-d'); // Output: 2024-11-25

e Features:

o Timezone handling

o Date/time manipulation (adding/subtracting intervals)



o Easy formatting

4. Other Useful Functions:

e strtotime(): Converts human-readable date/time strings into Unix timestamps.
e checkdate(): Validates a Gregorian date.
Key Considerations:

Timezones: Always consider timezones when working with dates and times, especially in

applications with users in different locations. Use date_default_timezone_set() to set the
default timezone for your script.

Internationalization: If your application needs to handle dates and times in different locales,
use the intl extension and its classes for localized date/time formatting and parsing.
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Working with Forms in PHP

Forms are essential for user interaction in web applications. They allow users to input data, make
selections, and submit information to the server. PHP provides robust features for handling form
submissions and processing the data.

Key Concepts

e HTML Forms:

o

o

Created using the <form> tag in HTML.

Contain various input elements like text fields, checkboxes, radio buttons, select lists,
and more.

Specify the action attribute (URL) where the form data will be sent.

Specify the method attribute (usually "GET" or "POST") to determine how the data is
transmitted.

e PHP Form Handling:

o

o

Example

Access form data using the $_GET or S_POST superglobal arrays.

S_GET: Used when the method attribute of the form is "GET". Data is visible in the
URL.

S_POST: Used when the method attribute of the form is "POST". Data is not visible in
the URL.

Validate user input to ensure data integrity and security.

Process the data, such as saving it to a database, performing calculations, or sending
an email.

HTML Form (index.html):

HTML

<!DOCTYPE html>

<html>

<head>

<title>Contact Form</title>

</head>

<body>

<h1>Contact Us</h1>



<form action="process.php" method="POST">
<label for="name">Name:</label>

<input type="text" id="name" name="name" required><br><br>

<label for="email">Email:</label>

<input type="email" id="email" name="email" required><br><br>

<label for="message">Message:</label>

<textarea id="message" name="message" rows="5" required></textarea><br><br>

<button type="submit">Submit</button>
</form>
</body>
</html>
PHP Script (process.php):
PHP
<?php
// Get form data
Sname =$_POST['name'];
Semail =$_POST['email'];

Smessage =$_POST['message'];

// Validate input (basic example)

if (empty(Sname) | | empty(Semail) | | empty(Smessage)) {
echo "Please fill in all fields.";

}else {

// Process the data (e.g., send email)

// ...

echo "Thank you for your message, Sname!";



>
Key Considerations
e Data Validation:

o Implement robust input validation to prevent security vulnerabilities like SQL
injection and cross-site scripting (XSS).

o Use built-in PHP functions like filter_input() or create custom validation rules.
e Security:

o Never directly echo user input without proper sanitization or escaping.

o Use prepared statements for database queries to prevent SQL injection.

o Consider using a framework like Laravel or Symfony, which provide built-in security
measures.

e User Experience (UX):
o Design forms with clear labels, helpful instructions, and visual cues.
o Use client-side validation (JavaScript) to provide immediate feedback to users.
e Error Handling:
o Display user-friendly error messages to guide users in correcting form submissions.
Additional Tips
e Use the required attribute in HTML to make fields mandatory.
e Consider using a CAPTCHA to prevent spam submissions.

e Use a framework like Bootstrap for easy styling and responsive design.

Creating Forms in PHP

Forms are essential for user interaction in web applications. They allow users to input data, make
selections, and submit information to the server. Here's a breakdown of how to create forms in PHP:

1. HTML Forms
e Basic Structure:
HTML
<form action="process.php" method="post">
</form>
e Key Attributes:
o action: Specifies the URL of the PHP script that will handle the form data.
o method:

= get: Data is sent as part of the URL (visible in the address bar).



* post: Data is sent in the HTTP request body (not visible in the URL, more
secure for sensitive data).

e Form Elements:
o <input>: Creates various input fields:
= type="text": Single-line text input.
= type="password": Password input (hides characters).
= type="email": Email input (checks for basic email format).
= type="number": Numeric input.
= type="checkbox": Checkboxes for multiple selections.
= type="radio": Radio buttons for single selection.
= type="submit": Submit button.
= type="reset": Reset button (clears form fields).
= type="file": Allows users to upload files.
o <textarea>: Creates a multi-line text area for longer input.
o <select>: Creates a dropdown list:
= <option>: Defines each option in the list.
o <label>: Associates a label with a form element for better accessibility.
2. PHP Form Handling
e Accessing Data:
o S_GET: Used when the method is "get".
o $_POST: Used when the method is "post".
e Example (process.php):
PHP
<?php
if (5_SERVER['REQUEST_METHOD'] === '"POST') {
Sname =$_POST['name'];
Semail =$_POST['email'];

// ... other form data ...

// Process the data (e.g., save to database, send email)

// ...



echo "Form submitted successfully!";
}else {
echo "Invalid request.";
}
>
3. Important Considerations
e Data Validation:
o Client-side validation (JavaScript): Provides immediate feedback to users.
o Server-side validation (PHP): Ensures data integrity and security.
o Use built-in PHP functions like filter_input() or create custom validation rules.
e Security:
o Prevent SQL injection: Use prepared statements or parameterized queries.
o Prevent cross-site scripting (XSS): Escape or sanitize user input before displaying it.
o Handle file uploads securely: Validate file types, size limits, and sanitize file names.
e User Experience (UX):
o Design forms with clear labels, helpful instructions, and visual cues.
o Use a framework like Bootstrap for easy styling and responsive design.
Example (HTML Form):
HTML
<form action="process.php" method="post">
<label for="name">Name:</label>

<input type="text" id="name" name="name" required><br><br>

<label for="email">Email:</label>

<input type="email" id="email" name="email" required><br><br>

<button type="submit">Submit</button>
</form>

This comprehensive guide will help you create effective and secure forms in your PHP projects.
Remember to prioritize data validation and security to protect your application and user data.



Accessing Form Input with User defined Arrays

PHP

<?php

// Define an array to store form input data

SformData = array();

// Check if the form has been submitted

if ($_SERVER["REQUEST_METHOD"] == "POST") {

// Access and store form input data in the array
SformData["name"] =S_POST["name"];
SformData["email"] = $_POST["email"];

SformData["message"] = S_POST["message"];

// Validate and process the form data

/] ...

// Example: Display the collected data
echo "<h2>Form Data:</h2>";
foreach (SformData as Skey => Svalue) {

echo "<p><strong>Skey:</strong> Svalue</p>";

}else {

// Form not submitted yet

>

Explanation:



Create an Array:
o SformData = array(); creates an empty array to store the form data.
Check for Submission:

o S_SERVER["REQUEST_METHOD"] == "POST" checks if the form was submitted using
the POST method.

Access Form Data:

o S _POST["name"], $_POST["email"], etc., access the values of the form fields using
their respective names.

o These values are then assigned to corresponding keys in the SformData array.
Validate and Process:

o (Not included in this example) You would typically add validation checks here (e.g.,
for empty fields, email format, data type).

o You would also perform actions with the collected data, such as:
» Saving to a database
*= Sending an email
»= Performing calculations
Display Data (Example):
o The foreach loop iterates over the SformData array.

o Ineach iteration, it displays the key (field name) and the corresponding value.

Benefits of Using an Array:
e Organized Data: Stores form data in a structured and easily manageable way.
e Flexibility: Can easily add or remove fields from the array as needed.
e Reusability: The array can be used for various purposes, such as:
o Displaying data on the page
o Storing data in a database
o Sending data via email

o Passing data to other functions



Combining HTML and PHP code on a single Page

1. Basic Structure
e Start with HTML: Begin your file with standard HTML tags like <html>, <head>, and <body>.
e Embed PHP blocks: Use the <?php ... ?> tags to enclose PHP code within your HTML.
Example:
HTML
<!DOCTYPE html>
<html>
<head>
<title>My Web Page</title>
</head>

<body>

<h1>Welcome to my page!</h1>

<?php

// PHP code here

Snhame = "John Doe";

echo "<p>Hello, " . Sname . "I</p>";

>

<p>This is some regular HTML content.</p>

</body>
</html>
2. Key Points
e PHP execution: The server-side will execute the PHP code within the <?php ... ?> blocks first.

e Output: The output of the PHP code will be inserted directly into the HTML output that is
sent to the browser.

e Mixing content: You can freely mix HTML elements and PHP code within your file.



3. Example with Form Handling
HTML
<IDOCTYPE html>
<html>
<head>

<title>Contact Form</title>
</head>

<body>

<h1>Contact Us</h1>

<?php

if (5_SERVER["REQUEST_METHOD"] == "POST") {
Sname =$_POST["name"];
Semail =$_POST["email"];

// ... (process and validate data) ...

echo "<p>Thank you for your message, Shame!</p>";

>

<form action="" method="post">

<label for="name">Name:</label>

<input type="text" id="name" name="name"><br><br>

<label for="email">Email:</label>

<input type="email" id="email" name="email"><br><br>

<button type="submit">Submit</button>

</form>



</body>
</html>
4. Benefits
e Maintainability: Keeps all the code related to a specific page in a single file.

e Readability: Can improve code readability by keeping HTML and PHP logic together where it
makes sense.

e Flexibility: Provides great flexibility in how you structure and organize your web pages.
Remember:
e Security: Always validate and sanitize user input to prevent security vulnerabilities.

e Best practices: Consider using a templating engine (like Twig or Smarty) for more complex
projects to improve code organization and maintainability.

Using Hidden Fields to Save State in PHP

What are Hidden Fields?
e Hidden fields are HTML input elements that are not visible to users in the browser.

e They are used to transmit information that needs to be sent to the server but should not be
directly manipulated by the user.

How to Use Hidden Fields to Save State:
1. Create the Hidden Field:
HTML
<input type="hidden" name="state_variable" value="<?php echo Sstate_value; ?>">
o Replace state_variable with the name you want to give to your hidden field.

o Replace Sstate_value with the PHP variable that holds the state information you
want to save.

2. Retrieve the State Value in PHP:
PHP
Ssaved_state = $_POST['state_variable'];

o Access the value of the hidden field using $_POST (or $_GET if your form uses the
GET method).

Example: Saving a User's Step in a Multi-Step Form
HTML

<IDOCTYPE html>



<html>
<head>

<title>Multi-Step Form</title>
</head>

<body>

<?php
ScurrentStep = isset(S_POST['step']) ? S_POST['step'] : 1;

>

<h1>Step <?php echo ScurrentStep; ?></h1>

<form action="" method="post">
<?php
if (ScurrentStep == 1) {
// Step 1 content
} elseif (ScurrentStep == 2) {
// Step 2 content
}
// ... other steps ...

?>

<input type="hidden" name="step" value="<?php echo (ScurrentStep < 3) ? (ScurrentStep + 1) :
1’ ?>n>

<button type="submit">Next</button>

</form>

</body>
</html>
Explanation:

e The ScurrentStep variable tracks the user's current position in the form.



e The hidden field step is used to store the next step number.

e When the user clicks "Next," the form is submitted, and the step value is updated in the next
page.

Key Considerations:
e Security:

o Never rely solely on hidden fields for critical state information. Users can easily
modify the values in the browser's source code.

o Use hidden fields in conjunction with other security measures like server-side
validation and session management.

e Alternative Approaches:
o For more complex state management, consider using:
= Session variables: Store state information on the server.
= Cookies: Store small pieces of data on the client's browser.

= JavaScript-based solutions: For more interactive and dynamic state
management.

Redirecting the User in PHP

In PHP, you can redirect users to another URL using the header() function. Here's how:
1. Using the header() function:

PHP

<?php

header("Location: http://www.example.com");

exit;

>

e header("Location: http://www.example.com");: This line sends an HTTP header to the
browser, instructing it to redirect the user to the specified URL (in this case,
http://www.example.com).

e exit;: This is crucial. It terminates the script execution after the header() function is called. If
you don't include exit;, any code following the header() function will still be executed, which
can interfere with the redirection.

2. Redirecting to another page within your website:
PHP

<?php

header("Location: success.php");

exit;



?>

This example redirects the user to the success.php file within the same directory as the current
script.

3. Redirecting with a specific HTTP status code:

You can specify the HTTP status code for the redirection using the third parameter of the header()
function:

PHP

<?php

header("Location: http://www.example.com", true, 301);
exit;

?>

- “true” in the second parameter indicates that any previously set headers should be replaced.
- 301" is the HTTP status code for a permanent redirect. Other common status codes include:
- 302" (Found): Temporary redirect.

- '303" (See Other): Used after a POST request to indicate that the user should make a GET request
to the new URL.

**Important Notes:**

- **Timing:** The “header()" function must be called **before any output** is sent to the browser
(including HTML tags, whitespace, or even empty lines). If any output has already been sent, the
*header()" function will fail.

- ¥*Session handling:** If you are using sessions, ensure that the session data is properly saved
before issuing the redirect.

**Example: Redirecting after form submission**

“*ohp
<?php
if (5_SERVER["REQUEST_METHOD"] == "POST") {

// Process form data

// ...



header("Location: success.php");
exit;
}
>
This code snippet redirects the user to success.php after the form is successfully submitted.

By using the header() function effectively, you can control the user's navigation within your web
application, providing a smoother and more intuitive user experience.

Sending Mail on Form Submission
PHP

<?php

use PHPMailer\PHPMailer\PHPMailer;

use PHPMailer\PHPMailer\Exception;

// Load Composer's autoloader

require 'vendor/autoload.php';

if ($_SERVER["REQUEST_METHOD"] == "POST") {

// Get form data
Sname =$_POST["name"];
Semail =$_POST["email"];

Smessage =$_POST["message"];

// Create a new PHPMailer instance

Smail = new PHPMailer(true);

try {

// Server settings



Smail->SMTPDebug = 0; // Enable verbose debug output (for testing)

Smail->isSMTP();

Smail->Host = 'smtp.your-email-provider.com'; // Replace with your email provider's SMTP host
Smail->Port = 587; // Replace with your email provider's SMTP port

Smail->SMTPSecure = 'tls'; // Enable TLS encryption - tls or ssl

Smail->SMTPAuth = true;

Smail->Username = 'your_email@example.com'; // Replace with your email address

Smail->Password = 'your_password'; // Replace with your email password

// Sender and recipient
Smail->setFrom('your_email@example.com', 'Your Name');

Smail->addAddress('recipient_email@example.com', 'Recipient Name'); // Replace with
recipient's email

// Content
Smail->isHTML(true); // Set email format to HTML
Smail->Subject = 'New Message from Contact Form',
Smail->Body ="
<h3>New Message from: Sname</h3>
<p><strong>From:</strong> Semail</p>
<p>Smessage</p>

",
’

Smail->AltBody = "This is the plain text version of the message.";

Smail->send();

echo 'Message has been sent.’;

} catch (Exception Se) {

echo "Message could not be sent. Mailer Error: {Smail->Errorinfo}";



>
Explanation:
1. Include PHPMailer:
o Install PHPMailer using Composer: composer require phpmailer/phpmailer
o Include the autoloader: require 'vendor/autoload.php';
2. Get Form Data:
o Retrieve form data using $_POST.
3. Create a PHPMailer Instance:
o Smail = new PHPMailer(true); creates a new instance of the PHPMailer class.
4. Configure SMTP Settings:
o Set SMTP server details (host, port, encryption, authentication).
o Replace placeholders with your actual email provider's settings.
5. Set Sender and Recipient:
o setFrom() sets the sender's email and name.
o addAddress() sets the recipient's email and name.
6. Set Email Content:
o isHTML(true) sets the email format to HTML.
o Setthe Subject and Body of the email.
o AltBody provides a plain text version for email clients that don't support HTML.
7. Send the Email:
o Smail->send() attempts to send the email.
o Catch any exceptions and display an error message.
To Use This Code:
1. Install PHPMailer:

o Open your terminal and run: composer require phpmailer/phpmailer in your project
directory.

2. Createa Form:
o Create an HTML form with input fields for name, email, and message.
o Set the form's action attribute to this PHP file.

3. Replace Placeholders:



o Replace placeholders like smtp.your-email-provider.com, your_email@example.com,
and your_password with your actual email provider's information.

4. Test:
o Submit the form and check your email for the message.
Important Notes:
e Security:

o Never hardcode your email credentials directly in the code. Consider using
environment variables or a secure configuration file to store sensitive information.

o Validate user input to prevent spam and security issues.

e Error Handling:

o Implement robust error handling to gracefully handle potential issues like network
problems or invalid email addresses.

e Email Provider Settings:

o Refer to your email provider's documentation for the correct SMTP settings. Some
providers may require additional configuration or may not support SMTP.

This example demonstrates a basic email sending functionality using PHPMailer. You can further
customize it by adding features like attachments, CC/BCC recipients, and more advanced email
formatting.

Working with File Uploads
PHP

<?php

// Check if the form has been submitted

if(isset(S_FILES['myFile'])) {

// Get file details

Starget_dir = "uploads/"; // Directory to upload files

Starget_file = Starget_dir . basename(S_FILES["myFile"]["name"]);
SuploadOk = 1;

SimageFileType = strtolower(pathinfo(Starget_file,PATHINFO_EXTENSION));

// Check if image file is a actual image or fake image

Scheck = getimagesize(S_FILES["myFile"]["tmp_name"]);



if(Scheck !== false) {

nwon,
L

echo "File is an image - " . Scheck["mime"] .
SuploadOk = 1;

}else {
echo "File is not an image.";

SuploadOk = 0;

// Check if file already exists
if (file_exists(Starget_file)) {
echo "Sorry, file already exists.";

SuploadOk = 0;

// Check file size
if (S_FILES["myFile"]["size"] > 500000) {
echo "Sorry, your file is too large.";

SuploadOk = 0;

// Allow certain file formats
if(SimageFileType = "jpg" && SimageFileType = "png" && SimageFileType = "jpeg"
&& SimageFileType !="gif" ) {

echo "Sorry, only JPG, JPEG, PNG & GIF files are allowed.";

SuploadOk = 0;

// Check if SuploadOk is set to 0 by an error
if (SuploadOk == 0) {
echo "Sorry, your file was not uploaded.";

// if everything is ok, try to upload file



}else {
if (move_uploaded_file($_FILES["myFile"]["tmp_name"], Starget_file)) {

echo "The file ". htmlspecialchars( basename( $_FILES["myFile"]["name"])). " has been
uploaded.";

}else {

echo "Sorry, there was an error uploading your file.";

>

Explanation:
1. Check for Form Submission:
o if(isset(S_FILES['myFile'])) { ... } checks if a file was actually uploaded.
2. Get File Details:
o Starget_dir: Defines the directory where the file will be saved.
o Starget_file: Constructs the full path to the file.
o SuploadOk: A flag to track the upload status.
o SimageFileType: Gets the file extension.
3. Image Validation:
o getimagesize() checks if the uploaded file is actually an image.
4. File Existence Check:
o Checks if a file with the same name already exists in the target directory.
5. File Size Check:
o Checks if the file size exceeds a specified limit.
6. File Type Check:
o Restricts uploads to specific file types (e.g., JPG, PNG, GIF).
7. Upload the File:

o move_uploaded_file() moves the uploaded file from the temporary location to the
specified target directory.



HTML Form:
HTML
<form action="upload.php" method="post" enctype="multipart/form-data">
Select image to upload:
<input type="file" name="myfFile" id="myFile">
<input type="submit" value="Upload Image" name="submit">
</form>
Key Considerations:
e Security:

o File Validation: Implement thorough file validation to prevent security vulnerabilities
like file type spoofing and malicious file uploads.

o Directory Permissions: Ensure that the upload directory is not writable by the web
server user.

o Sanitize File Names: Sanitize file names to prevent security issues.
e Error Handling:
o Provide informative error messages to the user.
e File Size Limits:
o Set appropriate file size limits to prevent server overload.
e File Types:
o Restrict uploads to only allowed file types.
e Cleaning Up:
o Remove any temporary files after successful upload or in case of errors.

This example provides a basic framework for file uploads. You can customize it further based on your
specific requirements and security considerations.



Managing Files on Server with PHP
PHP offers a robust set of functions for managing files on the server. Here are some key operations
and examples:

1. Reading Files

e file_get _contents(): Reads the entire contents of a file into a string.
PHP
SfileContent = file_get_contents('data.txt');
echo $fileContent;

e fopen() and fread(): Opens a file for reading and reads data in chunks.
PHP
SfileHandle = fopen('data.txt’, 'r');
SfileContent = fread(SfileHandle, filesize('data.txt'));
fclose(SfileHandle);
2. Writing Files

e file_put_contents(): Writes data to a file.
PHP
Sdata = "This is some data to write.";
file_put_contents('output.txt', Sdata);

e fopen() and fwrite(): Opens a file for writing and writes data to it.
PHP
SfileHandle = fopen('output.txt', 'w');
fwrite(SfileHandle, "Data to write.");
fclose(SfileHandle);
3. Checking File Existence

e file_exists(): Checks if a file or directory exists.
PHP
if (file_exists('data.txt')) {

echo "File exists.";

}else {

echo "File does not exist.";



4. Deleting Files
e unlink(): Deletes a file.
PHP
if (file_exists('temp.txt')) {
unlink('temp.txt');
echo "File deleted successfully.";
}
5. Working with Directories
e mkdir(): Creates a new directory.
e rmdir(): Deletes an empty directory.
e scandir(): Returns an array of files and directories in a given directory.
e rename(): Renames a file or directory.
Example: Reading and Displaying File Contents
PHP
<?php

Sfilename = 'data.txt';

if (file_exists(Sfilename)) {
Scontent = file_get_contents($filename);
echo "<pre>Scontent</pre>";

}else {
echo "File not found.";

}

>

Important Considerations:

e File Permissions: Ensure that your PHP script has the necessary permissions to read, write,
and modify files on the server.

e Security:

o Validate filenames and paths to prevent security vulnerabilities like directory
traversal attacks.

o Use appropriate file permissions to restrict access to sensitive files.

o Implement proper error handling to gracefully handle file operations.



UNIT =1V

Introducing Cookies

Cookies: Small Files with Big Impact

Cookies are small text files that websites store on your computer. They're like tiny memory cards for
your web browsing experience.

Here's a simple breakdown:

e How they work: When you visit a website, it might send a cookie to your browser. Your
browser then stores this cookie on your computer.

e What they do: Cookies help websites remember things about you, such as:
o Your preferences: Language, theme, font size.

o Login information: Keeping you logged in so you don't have to enter your password
every time.

o Shopping cart items: Remembering what you've added to your online shopping cart.
o Website usage: Tracking how you use a website to improve the user experience.
Types of Cookies:

e Session cookies: These are temporary and only last for the duration of your browsing session.
They're automatically deleted when you close your browser.

e Persistent cookies: These remain on your computer for a longer period, even after you close
your browser.

Privacy and Security:

e Privacy concerns: While cookies are generally harmless, some people have privacy concerns
about the information they can collect.

e Security measures: Most web browsers allow you to control cookies. You can:
o Block all cookies: This can prevent some websites from functioning properly.
o Delete existing cookies:
o Allow only cookies from specific websites.

In essence, cookies are a valuable tool for enhancing your web browsing experience, but it's
important to be aware of their implications and manage them appropriately.

Do you have any other questions about cookies? I'd be happy to provide more information.



Setting a Cookie with PHP
PHP

<?php
// Set a cookie named "username" with the value "JohnDoe"

setcookie("username", "JohnDoe", time() + (86400 * 30), "/"); // Expires in 30 days

// Set another cookie named "theme" with the value "dark"

setcookie("theme", "dark", time() + (86400 * 30), "/");

>
Explanation:

e setcookie(name, value, expire, path, domain, secure, httponly): This is the core function for
setting cookies in PHP.
o name: The name of the cookie (e.g., "username", "theme").
o value: The value you want to store in the cookie.

o expire: Timestamp specifying the cookie's expiration time. time() + (86400 * 30) sets
the expiration time to 30 days from the current time.

o path: (Optional) The path on the server in which the cookie will be available. "/"
makes the cookie available across the entire domain.

o domain: (Optional) The domain for which the cookie will be available.

o secure: (Optional) If true, the cookie will only be transmitted over an HTTPS
connection.

o httponly: (Optional) If true, the cookie will only be accessible through HTTP and not
JavaScript, enhancing security.

Important Notes:

e (Call setcookie() before any output: The setcookie() function must be called before any output
is sent to the browser (including HTML tags, whitespace, or even empty lines).

e Cookie Limitations:
o Cookies have a size limit (usually around 4KB).

o Relying solely on cookies for critical data is not recommended due to potential
security risks (users can manipulate cookies).

e Alternatives: For more complex state management, consider using session variables or a
database.



Session Function Overview
PHP Session Functions

PHP sessions provide a mechanism to store and retrieve data across multiple page requests from the
same user. Here's an overview of key session functions:

1. session_start()
e Purpose: Initiates a new session or resumes an existing one.
e Usage:
PHP
<?php
session_start();
>
e Important: Must be called before any output is sent to the browser.
2. S_SESSION
e Purpose: An associative array used to store and access session variables.
e Usage:
PHP
S_SESSION['username'] = 'JohnDoe";
Susername = $_SESSION['username'];
3. session_id()
e Purpose: Gets or sets the current session ID.
e Usage:
PHP
// Get the current session ID

Ssessionld = session_id();

// Set a new session ID

session_id('your_custom_id'");

4. session_destroy()
e Purpose: Destroys all session data associated with the current session.
e Usage:

PHP



session_start();
session_destroy();
5. session_unset()
e Purpose: Unsets all session variables, but does not destroy the session itself.
e Usage:
PHP
session_start();
session_unset();
6. session_regenerate_id()
e Purpose: Creates a new session ID and destroys the old one. Helps enhance security.
e Usage:
PHP
session_regenerate_id(true); // Delete old session data
Key Concepts:
e Session ID: A unique identifier assigned to each user's session.
e Session Data: Stored on the server, not the user's browser.
e Session Lifetime: Typically controlled by server-side settings.
Example: User Authentication
PHP
<?php

session_start();

if (isset(S_POST['username']) && isset(S_POST['password'])) {
// Validate credentials
if (validCredentials(S_POST['username'], S_POST['password'])) {
S_SESSION['username'] =S_POST['username'];
header("Location: dashboard.php");
exit;
} else {

// Invalid credentials



if (isset(S_SESSION['username'])) {
echo "Welcome, " . S_SESSION['username'] . "!I";
}else {

// Display login form

>
Important Notes:

e Security: Never store sensitive data (like passwords) directly in sessions. Use strong hashing
and encryption techniques.

e Session Hijacking: Be mindful of session hijacking vulnerabilities and implement appropriate

security measures.

starting a Session
PHP

<?php
// Start the session

session_start();

// Now you can use $_SESSION to store and retrieve data
S_SESSION['username'] = 'JohnDoe';
>
Explanation:
e session_start();: This is the crucial line. It initializes a new session or resumes an existing one.

o If asession for the current user already exists (based on the session ID), it will be
resumed.

o If no session exists, a new one will be created and a unique session ID will be
assigned to the user's browser.

e S SESSION['username'] = 'JohnDoe';: This line stores the value "JohnDoe" in the session
variable named "username". Session variables are stored in the $_SESSION array.

Important Notes:



e Placement: session_start(); must be placed at the very beginning of your PHP script, before
any output is sent to the browser (including HTML tags, whitespace, or even empty lines).

e Security:
o Never store sensitive information directly in sessions.
o Consider using strong hashing and encryption techniques for sensitive data.
o Be mindful of session hijacking vulnerabilities.

By starting a session, you enable your PHP script to maintain information about the user across
multiple page requests within a single browsing session. This is essential for features like user
authentication, shopping carts, and personalized settings.

working with session variables
PHP

<?php

session_start();

// Set session variables
S_SESSION['username'] = "JohnDoe";
S_SESSION['user_id'] = 123;

S_SESSION['cart'] = array("item1", "item2");

// Access session variables
echo "Username: " . S_SESSION['username'] . "<br>";

echo "User ID: " . $_SESSION['user_id'] . "<br>";

// Modify session variables

S_SESSION['cart'][] = "item3"; // Add an item to the cart array
// Check if a session variable exists

if (isset(S_SESSION['username'])) {

echo "Username is set in the session.";

// Unset a specific session variable



unset(S_SESSION['user_id']);

// Destroy the entire session

// session_destroy();

?>
Explanation:
1. Start the Session:

o session_start();: This line is crucial. It initializes a new session or resumes an existing
one.

2. Set Session Variables:

o $_SESSION['username'] = "JohnDoe";: Stores the string "JohnDoe" in the session
variable named 'username’.

o $_SESSION['user_id'] = 123;: Stores the integer 123 in the session variable named
'user_id'".

o S_SESSION['cart'] = array("item1", "item2");: Stores an array of strings in the session
variable named 'cart'.

3. Access Session Variables:

o echo $_SESSION['username'];: Retrieves and displays the value of the 'username'
session variable.

4. Modify Session Variables:

o $_SESSION['cart'][] = "item3";: Adds a new element ("item3") to the existing 'cart’
array.

5. Check for Session Variable Existence:
o isset(S_SESSION['username']): Checks if the 'username' session variable is set.
6. Unset a Session Variable:
o unset(S_SESSION['user_id']);: Removes the 'user_id' session variable.
7. Destroy the Session:
o session_destroy();: Destroys the entire session and all associated data.
Key Points:

e Session Data: Session variables are stored on the server, not in the user's browser (although
a session ID is typically stored in a cookie).

e Security:



o Never store sensitive data directly in sessions. Use hashing and encryption for
passwords and other critical information.

o Be mindful of session hijacking vulnerabilities.

e Session Lifetime: The lifetime of a session can be controlled by server-side settings.

Passing Session IDs in the Query String

Passing a session ID in the query string is a technique used when:

e Cookies are disabled: If a user has disabled cookies in their browser, the standard way of
storing the session ID (in a cookie) won't work.

e Enhanced Security: While not the primary security measure, it can add a layer of obscurity by
making the session ID less directly accessible.

How it Works:
1. Generate Session ID: When a user starts a session, PHP generates a unique session ID.
2. Include in URL: The session ID is appended to the URL as a query parameter.
PHP
Ssession_id = session_id();
Surl = "next_page.php?session_id="". Ssession_id;
header("Location: " . Surl);
3. Retrieve on Next Page: On the next page, you retrieve the session ID from the query string.
PHP
Ssession_id =S_GET['session_id'];
session_id(Ssession_id);
session_start();
Important Considerations:
e Security:

o Not a Primary Defense: Relying solely on query string-based sessions is not
recommended for strong security.

o Potential Vulnerabilities: Session IDs in the URL can be more easily intercepted or
manipulated.

e User Experience: URLs with long session IDs can be visually unappealing and difficult to
share.

e Browser Compatibility: Ensure compatibility with browsers that might have limitations on
URL length.



When to Use:

e Asa Backup: Use query string-based sessions as a fallback mechanism when cookies are
disabled.

e Limited Scenarios: Consider using it in situations where security is not a primary concern and
the session ID doesn't contain highly sensitive data.

Example:
PHP
<?php

session_start();

// ... (your session logic) ...

// Generate URL with session ID in query string
Ssession_id = session_id();

Surl = "next_page.php?session_id=". Ssession_id;

header("Location: " . Surl);
exit;

>

Destroying Sessions and Un setting Variables in PHP

1. Unsetting Individual Session Variables:
e Purpose: Removes a specific session variable from the current session.
e Syntax: unset(S_SESSION['variable_name']);

PHP

session_start();

S_SESSION['username'] = "JohnDoe";

S_SESSION['user_id'] = 123;

// Unset the 'user_id' variable

unset(S_SESSION['user_id']);



// Now, $_SESSION['user_id'] no longer exists

2. Unsetting All Session Variables:
e Purpose: Removes all variables from the current session.
e Syntax: $_SESSION = array();

PHP

session_start();

S_SESSION['username'] = "JohnDoe";

S_SESSION['user_id'] = 123;

// Unset all session variables

S_SESSION = array();

// All session variables are now removed

3. Destroying the Entire Session:
e Purpose: Destroys the entire session, including all session variables and the session ID.
e Syntax: session_destroy();

PHP

session_start();

S_SESSION['username'] = "JohnDoe";

// Destroy the session

session_destroy();

// The session and all associated data are now deleted
Important Notes:

e session_destroy() deletes the session file on the server and removes the session ID from the
client's browser.

e session_unset() only removes the session variables from the $_SESSION array. The session
itself still exists.



e Order: It's generally recommended to call session_unset() before session_destroy().
When to Use:

e Unsetting Individual Variables: When you want to remove specific session data while keeping
other parts of the session intact (e.g., after a user logs out, you might want to remove their
authentication details but keep other preferences).

e Destroying the Entire Session: When a user logs out, completes a sensitive action, or when
you want to completely invalidate the current session (e.g., for security reasons).

By effectively using unset() and session_destroy(), you can manage the lifecycle of session data and
maintain proper security and user experience in your web applications.

Using Sessions in an Environment with Registered Users
PHP

<?php

session_start();

// Login Page (login.php)

if (isset(S_POST['username']) && isset(S_POST['password'])) {
// 1. Retrieve user credentials from the database
Susername = $_POST['username'];
Spassword = $_POST['password'];

// ... (Database query to check credentials) ...

if (Sis_authenticated) {
// 2. Store user data in the session
S_SESSION['user_id'] = Suser_id;
S_SESSION['username'] = Susername;

S_SESSION['logged_in'] = true;

// 3. Redirect to a protected page
header("Location: dashboard.php");
exit;

} else {



// Invalid credentials

// ... (Display error message) ...

// Protected Page (dashboard.php)
if (isset(S_SESSION['logged_in']) && $_SESSION['logged_in'] === true) {
// 4. Access user data from the session

echo "Welcome, " . S_SESSION['username'] . "!I";

// ... (Display user-specific content) ...

}else {
// 5. Redirect to login page if not logged in
header("Location: login.php");

exit;

// Logout Page (logout.php)

if (isset(S_SESSION['logged_in'])) {
// 6. Unset session variables and destroy the session
unset($_SESSION['user_id']);
unset($_SESSION['username']);
unset(S_SESSION['logged_in']);
session_destroy();

}

header("Location: login.php");

exit;

>

Explanation:

1. Login:



o The login page checks the provided username and password against the database.
o Ifvalid, it stores the user's ID, username, and a 'logged_in' flag in the session.
o Redirects the user to a protected page (e.g., dashboard).
2. Protected Pages:
o Before accessing protected content, check if the 'logged_in' flag is set in the session.
o Iflogged in, access and use the user's information stored in the session variables.
3. Logout:
o Unset all user-related session variables.
o Destroy the entire session to invalidate the user's login.
o Redirect the user back to the login page.
Key Security Considerations:

e Hashing Passwords: Never store passwords directly in the database or in the session. Use
strong hashing algorithms (like berypt or Argon2) to store password hashes.!

e Secure Session Handling:
o Use HTTPS for all pages that handle sensitive data.
o Consider using session regeneration to enhance security.
o Implement appropriate measures to prevent session hijacking.

e Database Security: Secure your database connection and user data to prevent unauthorized
access.



UNIT-V

Interacting with MySQL using PHP
PHP

<?php

// Database credentials
Sservername = "localhost";
Susername = "your_username";
Spassword = "your_password";

Sdbname = "your_database_name";

// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection
if (Sconn->connect_error) {

die("Connection failed: " . Sconn->connect_error);

}

// Sample query to select data
Ssql = "SELECT id, name FROM users";

Sresult = Sconn->query(Ssql);

if (Sresult->num_rows > 0) {
// output data of each row
while(Srow = Sresult->fetch_assoc()) {
echo "id: " . Srow["id"]. " - Name: " . Srow["name"]. "<br>";
}
}else {

echo "0 results";

}



Sconn->close();

?>
Explanation:
1. Establish a Connection:

o Sconn = new mysgli(Sservername, Susername, Spassword, Sdbname); creates a
connection to the MySQL database using the provided credentials.

2. Error Handling:

o if (Sconn->connect_error) checks for connection errors and displays an error
message if any.

3. Execute a Query:

o $sqgl="SELECT id, name FROM users"; defines the SQL query to retrieve data from
the 'users' table.

o Sresult = Sconn->query(S$sql); executes the query and stores the result in the Sresult
variable.

4. Fetch and Display Data:
o if (Sresult->num_rows > 0) checks if any rows were returned by the query.

o while(Srow = Sresult->fetch_assoc()) { ... } iterates through each row of the result
and extracts the data into an associative array.

o The data from each row is then displayed.
5. Close the Connection:
o Sconn->close(); closes the connection to the database.
Key Considerations:
e Security:

o Never hardcode database credentials directly in the script. Use environment
variables or a secure configuration file to store sensitive information.

o Use prepared statements to prevent SQL injection vulnerabilities.

e Error Handling: Implement robust error handling to gracefully handle database connection
errors, query execution errors, and other potential issues.

e Data Sanitization: Always sanitize user input before using it in SQL queries to prevent security
risks.

This example demonstrates basic interaction with MySQL using PHP. You can extend this to perform
various database operations, such as:



e Inserting data: INSERT statement

e Updating data: UPDATE statement

e Deleting data: DELETE statement

e More complex queries: Joins, subqueries, etc.

Remember to consult the official PHP documentation and MySQL documentation for more advanced
usage and detailed information.

MySQL vs. MySQLi in PHP
Both MySQL and MySQLi are PHP extensions for interacting with MySQL databases, but they have
key differences:

MySQL (Deprecated)

e Procedural Interface: Primarily uses procedural functions (e.g., mysgl_connect(),
mysql_query(), mysql_fetch_array()).

e Limited Features:

o Lacks support for prepared statements, which are crucial for preventing SQL injection
vulnerabilities.

o Doesn't support many newer MySQL features.
o Deprecated: Officially deprecated in PHP 5.5.1 Avoid using it in new projects.
MySQLi (Improved)

e Procedural and Object-Oriented Interfaces: Offers both procedural and object-oriented styles
for interacting with the database.?

e Prepared Statements: Provides strong support for prepared statements, significantly
enhancing security.

e Improved Performance: Generally offers better performance and resource utilization.

e Supports Newer Features: Supports newer MySQL features like stored procedures,
transactions, and improved error handling.?

Key Advantages of MySQLi:
e Security: Prepared statements are essential for preventing SQL injection attacks.*
e Performance: Often provides better performance and resource usage.

e Object-Oriented Approach: Offers a more modern and object-oriented way to interact with
the database.’

e Support for Newer Features: Allows you to leverage the latest features of MySQL.°
Recommendation:

Always use MySQLi for new projects. It is the recommended and actively maintained extension for
interacting with MySQL databases in PHP.



In Summary:

While MySQL was once widely used, MySQLi is the preferred choice due to its enhanced security,
performance, and support for modern features. If you're working with older code that uses the
MySQL extension, consider migrating to MySQLi for improved security and maintainability.

Connecting to MySQL with PHP
PHP

<?php

Sservername = "localhost";
Susername = "your_username";
Spassword = "your_password";

Sdbname = "your_database_name";

// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection
if (Sconn->connect_error) {
die("Connection failed: " . Sconn->connect_error);

}

echo "Connected successfully";

// Close connection
Sconn->close();
>
Explanation:
1. Establish Connection:
o Sconn = new mysgli(Sservername, Susername, Spassword, Sdbname);

= Creates a new mysqli object, which represents the connection to the MySQL
server.



= Parameters:
»  Sservername: Hostname of the MySQL server (usually "localhost").
» Susername: Your MySQL username.
= Spassword: Your MySQL password.
= Sdbname: The name of the database you want to connect to.
2. Error Handling:
o if (Sconn->connect_error): Checks if the connection attempt failed.

o die("Connection failed: " . Sconn->connect_error);: If the connection failed, displays
an error message and stops script execution.

3. Success Message:

o echo "Connected successfully";: If the connection was successful, displays a success
message.

4. Close Connection:
o Sconn->close();: Closes the connection to the MySQL server to release resources.
Important Notes:
e Security:

o Never hardcode credentials directly in your code. Use environment variables or a
secure configuration file to store sensitive information.

e Error Handling: Implement robust error handling to gracefully handle connection issues.
e Best Practices:

o Use prepared statements to prevent SQL injection vulnerabilities.

o Close the connection when you're finished with database operations.

This code provides a basic example of how to connect to a MySQL database using PHP and the mysqli
extension. You can then use this connection to perform various database operations, such as
querying, inserting, updating, and deleting data.

Working with MySQL Data
PHP

<?php

Sservername = "localhost";
Susername = "your_username";
Spassword = "your_password";

Sdbname = "your_database_name";



// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection
if (Sconn->connect_error) {
die("Connection failed: " . Sconn->connect_error);

}

// 1. Select Data
Ssql = "SELECT id, name, email FROM users";

Sresult = Sconn->query(Ssql);

if (Sresult->num_rows > 0) {
// Output data of each row
while(Srow = Sresult->fetch_assoc()) {
echo "id: " . Srow["id"]. " - Name: " . Srow["name"]. " - Email: " . Srow["email"]. "<br>";
}
}else {
echo "0 results";

}

// 2. Insert Data

Ssql = "INSERT INTO users (name, email) VALUES ('John Doe', 'john.doe@example.com')";

if (Sconn->query($sql) === TRUE) {

echo "New record created successfully";
}else {

echo "Error: " . Ssql . "<br>" . Sconn->error;

}



// 3. Update Data

Ssql = "UPDATE users SET email="'new_email@example.com' WHERE id=1";

if (Sconn->query($sql) === TRUE) {
echo "Record updated successfully";
}else {
echo "Error updating record: " . Sconn->error;

}

// 4. Delete Data

Ssql = "DELETE FROM users WHERE id=2";

if (Sconn->query($sql) === TRUE) {
echo "Record deleted successfully";
}else {

echo "Error deleting record: " . Sconn->error;

}

Sconn->close();
>
Explanation:
1. Connect to the Database:
o Establishes a connection to the MySQL database using the provided credentials.
2. Select Data:
o Executes a SELECT query to retrieve data from the 'users' table.
o Fetches the data row by row using Sresult->fetch_assoc().
3. Insert Data:
o Executes an INSERT query to add a new row to the 'users' table.
o Checks for successful insertion and displays appropriate messages.
4. Update Data:

o Executes an UPDATE query to modify an existing row in the 'users' table.



o Checks for successful update and displays appropriate messages.
5. Delete Data:
o Executes a DELETE query to remove a row from the 'users' table.
o Checks for successful deletion and displays appropriate messages.
Important Notes:
e Security:

o Never hardcode credentials. Use environment variables or a secure configuration
file.

o Use prepared statements to prevent SQL injection vulnerabilities.

e Error Handling: Implement robust error handling to gracefully handle database connection
errors and query execution errors.

e Data Sanitization: Always sanitize user input before using it in SQL queries.
This example demonstrates basic operations with MySQL data using PHP. You can adapt and extend

these examples to perform more complex database interactions.

Planning and Creating Database Tables
1. Planning Your Database

o Define Entities:
o lIdentify the core entities (objects or concepts) in your application.

= Example: In an e-commerce system: Products, Customers, Orders,
Categories.

o Determine Attributes:
o For each entity, list the relevant attributes (properties or characteristics).
=  Example:

*  Products: product_id, name, description, price, category_id,
image_url

= Customers: customer_id, name, email, address, phone
»= Orders: order_id, customer_id, order_date, total_amount
e |dentify Relationships:
o Define how entities relate to each other.

*= One-to-one: A single instance in one table corresponds to at most one
instance in another table.

* One-to-many: A single instance in one table can correspond to multiple
instances in another table.



*  Many-to-many: Multiple instances in one table can correspond to multiple
instances in another table.

=  Example:
* One-to-many: A customer can place many orders.
*  Many-to-many: A product can belong to multiple categories.
2. Normalization (Optional, but recommended)
e Reduce Data Redundancy: Organize data to minimize redundancy and improve data integrity.
e Follow Normalization Rules:
o 1st Normal Form: Eliminate repeating groups of data.
o 2nd Normal Form: Remove partial dependencies.
o 3rd Normal Form: Remove transitive dependencies.
3. Create Database Tables
e Use SQL (Structured Query Language):

o CREATE TABLE table_name ( column1 datatype, column2 datatype, ... PRIMARY KEY
(column1), FOREIGN KEY (column2) REFERENCES other_table(column) );

e Example (simplified):
sQL
CREATE TABLE Products (
product_id INT AUTO_INCREMENT PRIMARY KEY,
name VARCHAR(255) NOT NULL,
description TEXT,
price DECIMAL(10, 2),
category_id INT,

FOREIGN KEY (category_id) REFERENCES Categories(category_id)

CREATE TABLE Customers (
customer_id INT AUTO_INCREMENT PRIMARY KEY,
name VARCHAR(255) NOT NULL,
email VARCHAR(255) UNIQUE,

address TEXT



CREATE TABLE Orders (
order_id INT AUTO_INCREMENT PRIMARY KEY,
customer_id INT,
order_date DATE,
total_amount DECIMAL(10, 2),

FOREIGN KEY (customer_id) REFERENCES Customers(customer_id)

CREATE TABLE Categories (
category_id INT AUTO_INCREMENT PRIMARY KEY,
name VARCHAR(255)
);
4. Data Types
e Choose appropriate data types for each column:
o INT, BIGINT: Integers
o DECIMAL, FLOAT, DOUBLE: Numbers with decimals
o VARCHAR, TEXT: Text data
o DATE, DATETIME, TIMESTAMP: Date and time values
o BOOLEAN: True/False values
5. Constraints
e PRIMARY KEY: Uniquely identifies each row in a table.
e FOREIGN KEY: Defines a relationship between tables.
e UNIQUE: Ensures that a column has unique values.
e NOT NULL: Specifies that a column cannot contain null values.
e DEFAULT: Sets a default value for a column.
Key Considerations:

e Database Design is Iterative: The process of designing a database often involves refinement
and adjustments as you gain a better understanding of your data requirements.

e Data Integrity: Ensure data integrity by carefully considering constraints and relationships
between tables.



e Scalability: Design your database to accommodate future growth and changes in data
requirements.

By carefully planning and creating your database tables, you can ensure that your application has a

solid foundation for storing and managing data efficiently and effectively.

Creating Menu
PHP

<?php

// Sample menu data (replace with your own data)
Smenultems = array/(

'Home' => 'index.php’,

'About' => 'about.php’,

'Products' => 'products.php’,

'Contact' => 'contact.php’

// Display the menu
echo '<nav>';
echo '<ul>';
foreach (Smenultems as Slabel => Slink) {
echo '<li><a href="". Slink . "">". Slabel . '</a></li>";
}
echo '</ul>';

echo '</nav>';

>
Explanation:
1. Define Menu Items:

o Create an associative array Smenultems where keys are menu labels and values are
corresponding links.

2. Generate HTML:

o Use aforeach loop to iterate through the Smenultems array.



o For each item, create an <li> element with an <a> tag linking to the corresponding
URL.

Styling (CSS):

You can style the menu using CSS:
CSs

nav ul {

list-style: none;

margin: 0;
padding: 0;
}
nav ul li {

display: inline-block;

margin-right: 15px;

nav ullia{
text-decoration: none;
color: #333;
}
Enhancements:
e Submenus: Create a multi-dimensional array to represent submenus.
e Active State: Highlight the currently active menu item using CSS or JavaScript.
e Database Integration: Fetch menu items dynamically from a database.
e User Roles: Display different menu items based on user roles or permissions.
e CSS Frameworks: Utilize CSS frameworks like Bootstrap for easy and responsive styling.

This is a basic example. You can customize it further to fit your specific needs and design
requirements.



Creating Record Addition Mechanism
HTML Form:

HTML
<!DOCTYPE html>
<html>
<head>
<title>Add Record</title>
</head>

<body>

<h2>Add New User</h2>

<form method="post" action="<?php echo $_SERVER['PHP_SELF']; ?>">
Name: <input type="text" name="name"><br><br>
Email: <input type="email" name="email"><br><br>
<input type="submit" value="Submit">

</form>

</body>
</html>
Explanation:
1. Database Connection:
o Establishes a connection to the MySQL database.
2. Check for Form Submission:

o if (S_SERVER["REQUEST_METHOD"] == "POST") checks if the form has been
submitted.

3. Get Form Data:

o Retrieves the values of the name and email fields from the form submission.
4. Prepare and Execute Statement:

o Sstmt = Sconn->prepare("INSERT INTO users (name, email) VALUES (?, ?)");:

= Prepares an SQL statement with placeholders (?) for the values to be
inserted.



» This helps prevent SQL injection vulnerabilities.
o Sstmt->bind_param("ss", Sname, Semail);:

»  Binds the values of the Sname and $Semail variables to the placeholders in
the prepared statement.

= ssspecifies that the parameters are strings.
o Sstmt->execute();: Executes the prepared statement.
5. Display Result:

o Displays a success message or an error message based on the result of the execute()
method.

6. Close Statement and Connection:
o Sstmt->close();: Closes the prepared statement.
o Sconn->close();: Closes the connection to the database.
Key Improvements:
e Prepared Statements: Significantly enhance security by preventing SQL injection.
e Error Handling: Provides more specific error messages.

e Data Validation: You should add input validation (e.g., checking for empty fields, validating
email format) before inserting data into the database.

This example demonstrates a basic record addition mechanism. You can adapt and extend it to suit
your specific needs and database schema.

PHP

<?php

// Database credentials (replace with your actual credentials)
Sservername = "localhost";

Susername = "your_username";

Spassword = "your_password";

Sdbname = "your_database_name";

// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection



if (Sconn->connect_error) {

die("Connection failed: " . Sconn->connect_error);

}

// Check if the form is submitted

if (5_SERVER["REQUEST_METHOD"] == "POST") {
// Get form data
Sname =S$_POST["name"];

Semail =$_POST["email"];

// Prepare and execute an INSERT statement
Sstmt = Sconn->prepare("INSERT INTO users (name, email) VALUES (?, ?)");

Sstmt->bind_param("ss", Sname, Semail);

if (Sstmt->execute()) {

echo "New record created successfully";
}else {

echo "Error: " . Sstmt->error;

}

Sstmt->close();

// Close connection

Sconn->close();

>
Explanation:
1. Establish Database Connection:
o Connects to the MySQL database using the provided credentials.

2. Check for Form Submission:



o if (S_SERVER["REQUEST_METHOD"] == "POST") { ... }: Checks if the form was
submitted using the POST method.

3. Get Form Data:

o Retrieves the values of the name and email fields from the submitted form using
$_POST.

4. Prepare and Execute the SQL Statement:
o Sstmt = Sconn->prepare("INSERT INTO users (name, email) VALUES (?, ?)");:

* Prepares an SQL statement with placeholders (?) for the name and email

values.
» This helps prevent SQL injection vulnerabilities.
o Sstmt->bind_param("ss", Sname, Semail);:

* Binds the actual values of Sname and Semail to the placeholders in the
prepared statement.

= 'ss'specifies the data types of the parameters: two strings (s).
o Sstmt->execute();: Executes the prepared statement.
5. Handle Results:
o If Sstmt->execute() returns TRUE, the new record was created successfully.
o If it returns FALSE, display an error message using Sstmt->error.
6. Close the Statement and Connection:
o Sstmt->close();: Closes the prepared statement.
o Sconn->close();: Closes the database connection.
HTML Form (for this example):
HTML
<form action="add_record.php" method="post">
Name: <input type="text" name="name"><br><br>
Email: <input type="email" name="email"><br><br>
<input type="submit" value="Submit">
</form>
Key Considerations:
e Security:
o Always use prepared statements to prevent SQL injection vulnerabilities.

o Validate user input before inserting it into the database.



e Error Handling: Implement robust error handling to gracefully handle database connection
errors and query execution errors.

e Data Validation: Add input validation to ensure that the data entered by the user is valid and
meets the requirements of your application.

This example demonstrates a basic mechanism for adding records to a MySQL database using PHP.
You can adapt and extend it to suit your specific needs and requirements.

Viewing Records

Explanation:
1. Establish Database Connection:
o Connects to the MySQL database using the provided credentials.
2. Execute SELECT Query:
o $sqgl="SELECT id, name, email FROM users";:

= Defines an SQL query to select the id, name, and email columns from the
users table.

o Sresult = Sconn->query(Ssql);:
= Executes the query and stores the result set in the Sresult variable.
3. Check for Results:
o if (Sresult->num_rows > 0): Checks if the query returned any rows.
4. Display Data in a Table:
o If rows are found:
= Creates an HTML table with headers for ID, Name, and Email.
» |terates through each row using while(Srow = Sresult->fetch_assoc()).
= Extracts the values of id, name, and email from each row.
= Displays the data in table rows.
5. Handle No Results:
o If norows are found, displays a message indicating "0 results."
6. Close Connection:
o Closes the connection to the database.
Key Considerations:

e Security:



o Never hardcode credentials. Use environment variables or a secure configuration
file.

o Use prepared statements for dynamic queries to prevent SQL injection.
e Data Sanitization: Sanitize any output to prevent XSS vulnerabilities.

e User Interface: Enhance the user interface by adding features like search, sorting, and
pagination.

This example demonstrates a basic way to view records from a MySQL database. You can adapt and
extend it to:

e Display data in different formats (e.g., JSON, XML).
e Implement more advanced filtering and sorting options.
e Integrate with other parts of your application.

Remember to consult the official PHP and MySQL documentation for more advanced usage and best
practices.

PHP

<?php

Sservername = "localhost";
Susername = "your_username";
Spassword = "your_password";

Sdbname = "your_database_name";

// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection
if (Sconn->connect_error) {

die("Connection failed: " . Sconn->connect_error);

Ssql = "SELECT id, name, email FROM users";

Sresult = Sconn->query(Ssql);



if (Sresult->num_rows > 0) {
// Output data of each row in a table

echo "<table>";

echo "<tr><th>ID</th><th>Name</th><th>Email</th></tr>";
while(Srow = Sresult->fetch_assoc()) {
echo "<tr>";
echo "<td>" . Srow["id"] . "</td>";
echo "<td>" . Srow["name"] . "</td>";
echo "<td>" . Srow["email"] . "</td>";
echo "</tr>";
}
echo "</table>";
}else {
echo "0 results";

}

Sconn->close();

>
Explanation:

1. Establish Connection:

o Connects to the MySQL database using the provided credentials.
2. Execute Query:
o S$sqgl="SELECT id, name, email FROM users";: Defines the SQL query to select the id,
name, and email columns from the users table.

o Sresult = Sconn->query(Ssql);: Executes the query and stores the result in the Sresult

variable.

3. Check for Results:

o if (Sresult->num_rows > 0): Checks if the query returned any rows.

4. Display Results in a Table:

o If rows are found:

Creates a basic HTML table structure with headers for ID, Name, and Email.

Iterates through each row using while(Srow = Sresult->fetch_assoc()).



» Extracts data from each row using Srow["id"], Srow["name"], and
Srow["email"].

= Displays the data in table rows.
5. Handle No Results:
o If norows are found, displays a message indicating "0 results".
6. Close Connection:
o Sconn->close();: Closes the connection to the database.
Key Points:

o Data Fetching: Sresult->fetch_assoc() fetches each row of the result as an associative array,
where the keys are the column names.

e HTML Table: The code uses basic HTML to display the data in a table format for better
readability.

e Error Handling: Basic error handling is included to check for connection failures.

This example demonstrates how to retrieve and display data from a MySQL database table using PHP.
You can adapt and extend it to:

e Display data in different formats (e.g., lists, JSON).
e Add features like sorting, filtering, and pagination.
e Integrate with other parts of your application.
Remember to replace placeholders like your_username, your_password, and your_database_name

with your actual credentials.

Creating the Record Deletion Mechanism

Explanation:
1. Establish Database Connection:
o Connects to the MySQL database using the provided credentials.
2. Check for ID Parameter:

o if(isset(S_GET["id"])) { ... }: Checks if the id parameter is present in the URL (e.g.,
delete.php?id=1).

3. Prepare and Execute DELETE Statement:

o $sqgl="DELETE FROM users WHERE id=?";: Defines the SQL DELETE statement with a
placeholder (?) for the id.

o S$Sstmt = Sconn->prepare(Ssql);: Prepares the statement.

o Sstmt->bind_param("i", $Sid);: Binds the value of the Sid variable to the placeholder.
'i' indicates that the parameter is an integer.



o Sstmt->execute();: Executes the prepared statement to delete the record with the
specified ID.

4. Display Result:
o If Sstmt->execute() returns TRUE, the record was deleted successfully.
o If it returns FALSE, displays an error message using Sstmt->error.

5. Close Statement and Connection:
o Sstmt->close();: Closes the prepared statement.
o Sconn->close();: Closes the connection to the database.

Key Considerations:

e Security:
o Always use prepared statements to prevent SQL injection vulnerabilities.
o Validate the id parameter before using it in the query to prevent malicious attempts.

e Error Handling: Implement robust error handling to gracefully handle database connection
errors and query execution errors.

e Confirmation: Display a confirmation message before deleting a record to avoid accidental
data loss.

Example Usage:
To delete a record with ID 1, you would access the script using a URL like this:
delete.php?id=1

This script provides a basic example of deleting records from a MySQL database using PHP. You can
adapt and extend it to suit your specific needs and requirements.

PHP

<?php

Sservername = "localhost";
Susername = "your_username";
Spassword = "your_password";

Sdbname = "your_database_name";

// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);



// Check connection
if (Sconn->connect_error) {

die("Connection failed: " . Sconn->connect_error);

}

// Check if the 'id' parameter is set in the URL
if(isset(S_GET["id"])) {
Sid=$_GET["id"];

// Prepare and execute the DELETE statement
Ssql = "DELETE FROM users WHERE id=?";
Sstmt = Sconn->prepare($sql);

Sstmt->bind_param("i", $id);

if(Sstmt->execute()) {
echo "Record deleted successfully";
}else {
echo "Error deleting record: " . Sstmt->error;

}

Sstmt->close();

Sconn->close();

>
Explanation:
1. Establish Database Connection:
o Connects to the MySQL database using the provided credentials.

2. Check for ID Parameter:



o if(isset(S_GET["id"])) { ... }: Checks if the id parameter is present in the URL (e.g.,
delete.php?id=1).

3. Get ID from URL:
o Sid=S$_GET["id"];: Retrieves the value of the id parameter from the URL.
4. Prepare and Execute DELETE Statement:
o S$sqgl="DELETE FROM users WHERE id=?";:
= Defines the SQL DELETE statement with a placeholder (?) for the id value.
o Sstmt = Sconn->prepare(Ssql);:
= Prepares the SQL statement for execution, preventing SQL injection.
o Sstmt->bind_param("i", Sid);:

= Binds the value of the Sid variable to the placeholder in the prepared
statement.

= 'i'specifies that the parameter is an integer.
o Sstmt->execute();: Executes the prepared statement to delete the record.
5. Handle Results:
o If Sstmt->execute() returns TRUE, the record was deleted successfully.
o If it returns FALSE, display an error message using Sstmt->error.
6. Close Statement and Connection:
o Sstmt->close();: Closes the prepared statement.
o Sconn->close();: Closes the connection to the database.
Key Considerations:
e Security:
o Always use prepared statements to prevent SQL injection vulnerabilities.
o Validate the id parameter to ensure it is a valid integer.

e Error Handling: Implement robust error handling to gracefully handle database connection
errors and query execution errors.

e Confirmation: Consider adding a confirmation step before deleting records to prevent
accidental data loss.

This script provides a basic example of how to delete a record from a MySQL database using PHP. You
can adapt and extend it to fit your specific needs and requirements.



VIVA QUESTIONS
UNIT-I: Building Blocks of PHP

1. Whatis PHP?

o PHP stands for Hypertext Preprocessor. It's a server-side scripting language designed
for web development.

2. What are variables in PHP?

o Variables are used to store data temporarily. They are declared using a $ symbol
followed by the variable name.

3. What are the basic data types in PHP?

o Integer, Float (double), String, Boolean, Array, Object, NULL.

4. Explain the difference between == and === operators.
o == checks for equality in value.
o === checks for both equality in value and data type.

5. What are operators in PHP?

o Operators are symbols that perform operations on operands (variables or values).
Examples include arithmetic operators (+, -, *, /), comparison operators (<, >, <=, >=,
, 1==), logical operators (&&, ||, !), etc.

6. What are expressions in PHP?

o Expressions are combinations of values, variables, and operators that result in a
value.

7. What are constants in PHP?

o Constants are like variables but their values cannot be changed after they are
defined. They are defined using the define() function.

8. What is the purpose of flow control statements in PHP?

o Flow control statements alter the normal flow of execution in a program. Examples
include if, else, elseif, switch, for, while, do-while, foreach.

9. Explain the difference between while and do-while loops.

o while loop checks the condition before executing the code.

o do-while loop executes the code at least once and then checks the condition.
10. What is the purpose of the break and continue statements in loops?

o break exits the loop immediately.

o continue skips the current iteration and proceeds to the next iteration.

11. What is a function in PHP?



12.

13.

14.

15.

16.

17.

UNIT-1I:

18.

19.

20.

21.

22.

23.

o Afunction is a block of code that performs a specific task and can be reused multiple
times.

How do you define a function in PHP?
o function function_name(Sargl, Sarg2, ...) {... }
How do you call a function in PHP?
o function_name(S$Sargl, Sarg2, ...);
What is meant by return value of a function?
o Afunction can return a value using the return statement.
What is variable scope in PHP?

o Scope determines the visibility of variables within different parts of the code.
Variables can have global, local, and static scope.

What is the purpose of the static keyword in function definitions?

o The static keyword preserves the value of a variable between function calls.
What are arguments and parameters in functions?

o Arguments are the values passed to a function when it is called.

o Parameters are the variables that receive the arguments within the function
definition.

Arrays, Objects, Strings, Dates and Time
What is an array in PHP?
o Anarray is a collection of elements (values) that can be accessed using an index.
How can you create an array in PHP?
o Using the array() function or short array syntax [].
What are some common array functions in PHP?

o count(), array_push(), array_pop(), array_shift(), array_unshift(), sort(), rsort(),
implode(), explode().

What is an object in PHP?

o Anobjectis an instance of a class, which represents a data structure and its
associated behaviors.

What is a class in PHP?

o Aclass is a blueprint or template for creating objects. It defines properties
(attributes) and methods (functions) for the objects.

How do you create a class and an object in PHP?



24.

25.

26.

27.

o Use the class keyword to define a class and the new operator to create an object
from the class.

How do you access object properties and methods?

o Use the -> operator (e.g., Sobject->property, Sobject->method()).
How do you format strings in PHP?

o Using printf(), sprintf(), or string interpolation (e.g., "Sname").
What are some common string manipulation functions in PHP?

o strlen(), strpos(), str_replace(), substr(), strtolower(), strtoupper().
How do you work with dates and times in PHP?

o Using functions like date(), time(), strtotime(), mktime().

UNIT-IIl: Working with Forms

28.

29.

30.

31.

32.

33.

34.

35.

36.

What is a form in HTML?

o Aformis a collection of input elements (text fields, checkboxes, radio buttons, etc.)
that allow users to submit data to the server.

How do you create a form in HTML?
o Using the <form> tag with attributes like action and method.
What is the difference between the GET and POST methods in forms?
o GET: Data is sent as part of the URL.
o POST: Data is sent in the HTTP request body (not visible in the URL).
How do you access form data in PHP?
o Usingthe S_GET or $_POST superglobal arrays.
How can you combine HTML and PHP code on a single page?
o Embed PHP code within HTML using <?php ... ?> tags.
What is the purpose of hidden fields in forms?
o To transmit information to the server that should not be directly visible to the user.
How do you redirect a user to another page in PHP?
o Using the header() function.
How do you send an email from a PHP script?
o Use alibrary like PHPMailer to send emails.
What are some security considerations when working with file uploads?

o Validate file types, size limits, and sanitize file names to prevent security
vulnerabilities.



37.

How do you manage files on the server using PHP?

o Use functions like file_get_contents(), file_put_contents(), fopen(), fwrite(), unlink(),
mkdir(), rmdir(), etc.

UNIT-IV: Working with Cookies and User Sessions

38.
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45,
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47.

UNIT-V:

48.

49.

What are cookies?
o Small text files stored on the user's computer by a website.
How do you set a cookie in PHP?
o Using the setcookie() function.
What is the difference between session cookies and persistent cookies?
o Session cookies expire when the browser is closed.

o Persistent cookies have an expiration time and remain on the user's computer even
after the browser is closed.

What is a session in PHP?

o Asession is a way to store and retrieve data across multiple page requests from the
same user.

How do you start a session in PHP?
o Using the session_start() function.
How do you store and access session data in PHP?
o Using the S_SESSION superglobal array.
How do you pass session IDs in the query string?
o By appending the session ID to the URL as a query parameter.
What is the purpose of session_destroy()?
o To destroy the current session and all associated data.
What is the purpose of session_unset()?
o To unset all session variables.
How can you use sessions to manage user authentication?
o Store user information (e.g., username, user ID) in the session after successful login.
Interacting with MySQL using PHP
What is MySQL?
o A popular open-source relational database management system.

What is the difference between MySQL and MySQLi?



o MySQliis an improved version of the MySQL extension, offering better performance,
security, and support for newer features.

50. How do you connect to a MySQL database using PHP?

o Using the mysqli class and providing the server



IMPORTANT QUESTIONS
UNIT-I: Building Blocks of PHP

5-Mark Question:
1. Explain the concept of variable scope in PHP with examples.
o Answer: Variable scope determines where a variable can be accessed within a script.

*= Global Scope: Variables declared outside any function are global and can be
accessed from anywhere in the script.

» Local Scope: Variables declared within a function are local to that function
and can only be accessed within that function.

= Static Scope: The static keyword preserves the value of a variable between
function calls.

10-Mark Question:
2. Discuss the different types of control flow structures in PHP with suitable examples.
o Answer:

*= Conditional Statements: if, else, elseif, switch - Explain how they control the
flow based on conditions. Provide code examples for each.

»= Loops: for, while, do-while, foreach - Explain how each loop works, their
differences, and when to use each one. Provide code examples for each.

*= Break and Continue: Explain the use of break to exit a loop prematurely and
continue to skip the current iteration. Provide code examples.

UNIT-II: Arrays, Objects, Strings, Dates and Time
5-Mark Question:
3. Explain how to work with arrays in PHP, including various array functions and their usage.
o Answer:
= Discuss different ways of creating arrays (indexed, associative).
= Explain how to access, add, modify, and remove elements from an array.

= Describe the usage of array functions like count(), sort(), array_push(),
array_pop(), implode(), and explode().

10-Mark Question:

4. Explain how to work with strings in PHP, including string manipulation functions and
formatting techniques.

o Answer:

= Discuss string concatenation, string length, and string comparison.



= Explain the usage of string functions like strlen(), strpos(), str_replace(),
substr(), strtolower(), strtoupper(), trim(), explode(), implode().

= Discuss string formatting techniques using printf() and sprintf().

» Explain how to work with multibyte strings.

* Provide code examples illustrating string manipulation and formatting.
UNIT-IIl: Working with Forms
5-Mark Question:

5. Explain the process of handling form submissions in PHP, including data validation and
security measures.

o Answer:
* Describe how to access form data using S_GET and $_POST.

= Discuss the importance of data validation (e.g., checking for empty fields,
data type validation, input sanitization).

»= Explain how to prevent security vulnerabilities like SQL injection and cross-
site scripting (XSS).

10-Mark Question:
6. Describe the process of handling file uploads in PHP, including security considerations.
o Answer:
* Explain how to handle file uploads using the $_FILES superglobal array.

= Discuss security measures like validating file types, checking file size limits,
and sanitizing file names.

= Explain how to move uploaded files to a secure location on the server.

= Discuss potential security risks and how to mitigate them (e.g., file type
validation, size restrictions, directory permissions).

* Provide code examples illustrating file upload handling.
UNIT-IV: Working with Cookies and User Sessions
5-Mark Question:
7. Explain the concept of sessions in PHP, including their purpose and usage.
o Answer:

= Describe how sessions work and how they are used to store user data across
multiple page requests.

» Explain the session_start(), S_SESSION, session_destroy(), and
session_unset() functions.

10-Mark Question:



8. Discuss the security considerations and best practices when working with sessions in PHP.
o Answer:

= Explain session hijacking and how to prevent it (e.g., session regeneration,
secure cookies).

= Discuss the importance of using HTTPS for secure communication.
= Explain how to manage session lifetimes effectively.

= Discuss the importance of storing sensitive data securely (e.g., hashing
passwords).

UNIT-V: Interacting with MySQL using PHP
5-Mark Question:

9. Explain the process of connecting to a MySQL database using PHP and performing basic
CRUD operations (Create, Read, Update, Delete).

o Answer:

= Describe how to establish a connection to a MySQL database using the
mysqli class.

= Explain how to execute SQL queries (SELECT, INSERT, UPDATE, DELETE) using
mysqli.

= Discuss the importance of prepared statements to prevent SQL injection
vulnerabilities.

10-Mark Question:

10. Describe the process of planning and creating database tables, including normalization
concepts.

o Answer:
= Explain the importance of database design and normalization.

= Discuss the steps involved in planning a database schema, including
identifying entities, attributes, and relationships.

= Explain the concept of normalization (1NF, 2NF, 3NF).
*= Provide examples of creating database tables using SQL.

Remember to provide code examples and explanations to support your answers. Good luck with your
vival



LAB EXPERIMENTS

Write a PHP program to Display “Hello”
<?php

// Display the message
echo "Hello";
>
Steps to Run:
1. Save the code in a file with the .php extension, e.g., hello.php.

2. Place thefile in the root directory of your local server (e.g., htdocs for XAMPP or www for
WAMP).

3. Start your local server and navigate to http://localhost/hello.php in your browser.

4. You will see the output Hello.

Write a PHP Program to display the today’s date
<?php

// Display today's date
echo "Today's date is: " . date("Y-m-d");
>
Explanation:
1. date("Y-m-d"): This function formats the current date.
o Y: Full numeric representation of the year (e.g., 2025).
o m: Numeric representation of the month (01 to 12).
o d: Day of the month (01 to 31).
Steps to Run:
1. Save the code in a file with the .php extension, e.g., today_date.php.
2. Place thefile in the root directory of your local server.
3. Start your server and open http://localhost/today_date.php in your browser.

4. The page will display today’s date, e.g., Today's date is: 2025-01-02.



Write a PHP program to display Fibonacci series
<?php

// Function to display the Fibonacci series
function displayFibonacci(Sn) {
Snuml=0;

Shum?2 = 1;

echo "Fibonacci Series up to $n terms: "
for (Si = 0; Si < Sn; Si++) {

echo Snum1."";

SnextNum = Shum1 + Shum?2;

Shum1 = Snum?2;

Shum?2 = SnextNum;

// Specify the number of terms to display
Sterms = 10;
displayFibonacci(Sterms);
>
Explanation:
1. Variables Snuml and $num2: Represent the first two numbers in the Fibonacci series.
2. For Loop:
o Iterates Sn times to calculate and display the Fibonacci numbers.
o The next number in the series is calculated as the sum of the previous two numbers.
3. Function Parameter $n: Allows specifying how many terms of the Fibonacci series to display.
Output:
For Sterms = 10, the output will be:
Fibonacci Seriesup to 10 terms: 0112358132134
Steps to Run:

1. Save the code in afile, e.g., fibonacci.php.



2. Place the file in the server's root directory.
3. Access the file via your browser (http://localhost/fibonacci.php).

4. The Fibonacci series will be displayed.

Write a PHP Program to read the employee details.
Here's a PHP program to read and display employee details from user input using an HTML form:

<!DOCTYPE html>
<html>
<head>
<title>Employee Details</title>
</head>
<body>
<h2>Enter Employee Details</h2>
<form method="post" action="">
<label for="name">Name:</label>

<input type="text" id="name" name="name" required><br><br>

<label for="id">Employee ID:</label>

<input type="text" id="id" name="id" required><br><br>

<label for="department">Department:</label>

<input type="text" id="department" name="department" required><br><br>

<label for="salary">Salary:</label>

<input type="number" id="salary" name="salary" required><br><br>

<input type="submit" value="Submit">

</form>

<?php
if (5_SERVER["REQUEST_METHOD"] == "POST") {

// Retrieve employee details from the form



Sname = htmlspecialchars(S_POST['name']);
Sid = htmispecialchars(S_POST['id"]);
Sdepartment = htmlspecialchars($_POST['department']);

Ssalary = htmlspecialchars(S_POST['salary']);

// Display the employee details

echo "<h3>Employee Details</h3>";
echo "Name: Sname<br>";

echo "Employee ID: Sid<br>";

echo "Department: Sdepartment<br>";

echo "Salary: $salary<br>";

}
>
</body>
</html>
Explanation:
1. HTML Form:
o Allows users to input employee details such as name, ID, department, and salary.
o The form uses the POST method to submit data.
2. PHP Script:

o Runs when the form is submitted.
o Retrieves the submitted data using the $_POST array.

o htmispecialchars() is used to prevent XSS attacks by escaping HTML special
characters.

o Displays the employee details dynamically.
Steps to Run:
1. Save the code in a file named employee_details.php.
2. Place it in the server's root directory.
3. Start the server and access http://localhost/employee_details.php.

4. Fill in the form and submit to view the entered employee details displayed below the form.



Write a PHP program to prepare the student marks list.
Here is a PHP program to prepare and display a student marks list:

<!DOCTYPE html>
<html>
<head>

<title>Student Marks List</title>
</head>
<body>

<h2>Enter Student Marks</h2>

<form method="post" action="">

<label for="name">Student Name:</label>

<input type="text" id="name" name="name" required><br><br>

<label for="roll_no">Roll Number:</label>

<input type="text" id="roll_no" name="roll_no" required><br><br>

<label for="subject1">Marks in Subject 1:</label>

<input type="number" id="subject1" name="subject1" required><br><br>

<label for="subject2">Marks in Subject 2:</label>

<input type="number" id="subject2" name="subject2" required><br><br>

<label for="subject3">Marks in Subject 3:</label>

<input type="number" id="subject3" name="subject3" required><br><br>

<input type="submit" value="Generate Marks List">

</form>

<?php
if (5_SERVER["REQUEST_METHOD"] == "POST") {

// Retrieve student details and marks



Sname = htmlspecialchars(S_POST['name']);

Sroll_no = htmlspecialchars(S_POST['roll_no']);

Ssubject1 = (int)S_POST['subject1'];

Ssubject2 = (int)S_POST['subject2'];

Ssubject3 = (int)S_POST['subject3'];

// Calculate total and average marks

Stotal = Ssubject1 + Ssubject2 + Ssubject3;

Saverage = Stotal / 3;

// Determine result

Sresult = (Ssubjectl >= 35 && Ssubject2 >= 35 && Ssubject3 >= 35) ? "Pass" : "Fail";

// Display the marks list

echo "<h3>Student Marks List</h3>";

echo "Name: Sname<br>";

echo "Roll Number: Sroll_no<br>";

echo "Marks in Subject 1: Ssubjectl<br>";

echo "Marks in Subject 2: Ssubject2<br>";

echo "Marks in Subject 3: Ssubject3<br>";

echo "Total Marks: Stotal<br>";

echo "Average Marks: " . number_format(Saverage, 2) . "<br>";

echo "Result: Sresult<br>";

}
>
</body>
</html>
Explanation:
1. HTML Form:
o Accepts the student's name, roll number, and marks for three subjects.

o

Form submission is handled via the POST method.



2. PHP Script:
o Retrieves data using S_POST.

o Calculates total marks, average marks, and determines whether the student passed
or failed.

o Ensures each subject's passing mark is 35.
o Displays the complete marks list dynamically.
3. htmilspecialchars(): Prevents XSS by escaping special characters in input fields.
Steps to Run:
1. Save the file as student_marks.php.
2. Place it in the root directory of your server.
3. Access http://localhost/student_marks.php in a browser.

4. Fill in the details and submit to view the student's marks list.

Create student registration form using text box, check box, radio
button, select, submit button.And display user inserted value in new
PHP page.

Page 1: registration_form.php
<IDOCTYPE html>
<html>
<head>
<title>Student Registration Form</title>
</head>
<body>
<h2>Student Registration Form</h2>
<form method="post" action="display_details.php">
<label for="name">Name:</label>

<input type="text" id="name" name="name" required><br><br>

<label for="gender">Gender:</label>
<input type="radio" id="male" name="gender" value="Male" required>
<label for="male">Male</label>

<input type="radio" id="female" name="gender" value="Female" required>



<label for="female">Female</label><br><br>

<label for="course">Course:</label>

<select id="course" name="course" required>
<option value="B.Sc">B.Sc</option>
<option value="B.Com">B.Com</option>
<option value="B.A">B.A</option>

</select><br><br>

<label>Hobbies:</label>

<input type="checkbox" id="sports" name="hobbies[]" value="Sports">
<label for="sports">Sports</label>

<input type="checkbox" id="reading" name="hobbies[]" value="Reading">
<label for="reading">Reading</label>

<input type="checkbox" id="music" name="hobbies[]" value="Music">

<label for="music">Music</label><br><br>

<input type="submit" value="Register">
</form>
</body>

</html>

Page 2: display_details.php
<IDOCTYPE html>
<html>
<head>

<title>Student Details</title>
</head>
<body>

<h2>Registered Student Details</h2>

<?php



if (5_SERVER["REQUEST_METHOD"] == "POST") {
// Retrieve form data
Sname = htmlspecialchars(S_POST['name']);
Sgender = htmlspecialchars(S_POST['gender']);
Scourse = htmlspecialchars(S_POST['course']);

Shobbies = isset($_POST['hobbies']) ? S_POST['hobbies'] : [];

// Display the details
echo "Name: Sname<br>";
echo "Gender: Sgender<br>";
echo "Course: Scourse<br>";
echo "Hobbies: " . (lempty(Shobbies) ? implode(", ", Shobbies) : "None") . "<br>";
}else {
echo "No data submitted.";
}
>
</body>

</html>

Explanation:
1. Page 1 (registration_form.php):
o Contains an HTML form with:
=  Textbox for name.
= Radio buttons for gender.
= Dropdown (select) for course selection.
= Checkboxes for hobbies.
*= A submit button to send data to display_details.php.
2. Page 2 (display_details.php):
o Retrieves submitted data using the $_POST array.
o Displays user inputs dynamically.

o Handles multiple hobbies using implode().



Steps to Run:

1.

2.

3.

4.

Save registration_form.php and display_details.php in the server's root directory.
Access http://localhost/registration_form.php in your browser.
Fill out the form and click "Register".

The submitted data will be displayed on the display_details.php page.

Create Website Registration Form using text box, check box, radio
button, select, submitbutton. And display user inserted value in new
PHP page

Here’s how you can create a website registration form using various input elements and display the
submitted values on a new PHP page.

Page 1: registration_form.php

<IDOCTYPE html>

<html>

<head>

<title>Website Registration Form</title>

</head>

<body>

<h2>Website Registration Form</h2>

<form method="post" action="display_registration.php">

<label for="username">Username:</label>

<input type="text" id="username" name="username" required><br><br>

<label for="email">Email:</label>

<input type="email" id="email" name="email" required><br><br>

<label for="password">Password:</label>

<input type="password" id="password" name="password" required><br><br>

<label for="gender">Gender:</label>



<input type="radio" id="male" name="gender" value="Male" required>
<label for="male">Male</label>
<input type="radio" id="female" name="gender" value="Female" required>

<label for="female">Female</label><br><br>

<label for="country">Country:</label>

<select id="country" name="country" required>
<option value="USA">USA</option>
<option value="Canada">Canada</option>
<option value="India">India</option>
<option value="UK">UK</option>

</select><br><br>

<label for="interests">Interests:</label>

<input type="checkbox" id="coding" name="interests[]" value="Coding">
<label for="coding">Coding</label>

<input type="checkbox" id="gaming" name="interests[]" value="Gaming">
<label for="gaming">Gaming</label>

<input type="checkbox" id="traveling" name="interests[]" value="Traveling">
<label for="traveling">Traveling</label>

<input type="checkbox" id="reading" name="interests[]" value="Reading">

<label for="reading">Reading</label><br><br>

<input type="submit" value="Register">
</form>
</body>

</html>

Page 2: display_registration.php
<IDOCTYPE html>

<html>



<head>
<title>Registration Details</title>
</head>
<body>
<h2>Registered User Details</h2>
<?php
if ($_SERVER["REQUEST_METHOD"] == "POST") {
// Retrieve form data
Susername = htmlspecialchars(S_POST['username']);
Semail = htmlispecialchars(S_POST['email']);
Spassword = htmlspecialchars(S_POST['password']);
Sgender = htmlspecialchars(S_POST['gender']);
Scountry = htmlspecialchars($_POST['country']);

Sinterests = isset(S_POST['interests']) ? S_POST['interests'] : [];

// Display the details
echo "Username: Susername<br>";
echo "Email: Semail<br>";
echo "Password: [hidden for security]<br>";
echo "Gender: Sgender<br>";
echo "Country: Scountry<br>";
echo "Interests: " . (lempty(Sinterests) ? implode(", ", Sinterests) : "None") . "<br>";
} else {
echo "No data submitted.";
}
>
</body>

</html>

Explanation:

1. Page 1 (registration_form.php):



o Includes input elements:
=  Textbox for username.
*  Email field for email.
= Password field for password.
= Radio buttons for gender.
= Dropdown (select) for country selection.
= Checkboxes for interests.
= Submit button to send data to display_registration.php.
2. Page 2 (display_registration.php):
o Retrieves submitted data using the S_POST array.
o Escapes user input with htmlspecialchars() for security.
o Displays user inputs dynamically.

o Handles multiple interests using implode() to format them as a comma-separated
list.

Steps to Run:
1. Save registration_form.php and display_registration.php in the root directory of your server.
2. Open http://localhost/registration_form.php in your browser.
3. Fill out the form and click "Register".

4. The entered data will be displayed on display_registration.php.

Write PHP script to demonstrate passing variables with cookies

Step 1: Set a Cookie (Page 1: set_cookie.php)
<?php

// Set a cookie with a variable

Scookie_name = "user";

Scookie_value = "John Doe";

setcookie(Scookie_name, Scookie_value, time() + (86400 * 7), "'/"); // 7-day expiration

// Redirect to the next page

header("Location: get_cookie.php");



exit();

?>

Step 2: Retrieve and Display the Cookie (Page 2: get_cookie.php)
<?php
if (isset(S_COOKIE['user'])) {
Suser = htmlspecialchars($_COOKIE['user']);
echo "Welcome back, Suser!";
}else {

echo "Cookie not set!";

}
>
Explanation:
1. Setting the Cookie (set_cookie.php):
o Uses the setcookie() function to store a variable (user) in a cookie.
o The cookie is set with a 7-day expiration time and is available site-wide (due to / in
the path).
o Redirects to get_cookie.php to demonstrate retrieving the cookie.
2. Retrieving the Cookie (get_cookie.php):
o Checks if the cookie exists using isset(S_COOKIE['user']).
o Retrieves the cookie value from the $_COOKIE superglobal.
o Uses htmlspecialchars() to prevent XSS attacks by escaping special characters.
Steps to Test:

1. Save set_cookie.php and get_cookie.php in your server's root directory.
2. Access http://localhost/set_cookie.php in your browser to set the cookie.

3. You will be redirected to get_cookie.php, which displays the cookie value (Welcome back,
John Doe!).

Notes:



e You can view cookies in your browser’s developer tools under the "Application" or "Storage"
tab.

e Refreshing get_cookie.php will continue displaying the cookie value as long as the cookie
exists.

e If the cookie expires or is deleted, it will display Cookie not set!.

Write a PHP script to connect MySQL server from your website

Here is a PHP script to connect to a MySQL server from your website using the mysqli extension:

Script: connect_mysql.php

<?php

// MySQL server connection details

Sservername = "localhost"; // Server name or IP address
Susername = "root"; // MySQL username
Spassword =""; // MySQL password

Sdbname = "my_database"; // Name of the database

// Create connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection
if (Sconn->connect_error) {

die("Connection failed: " . Sconn->connect_error);
}else {

echo "Connected successfully to the MySQL database!";

// Close the connection (optional, as PHP will close it automatically at the end of the script)
Sconn->close();

?>

Explanation:

1. Connection Parameters:



o Sservername: Typically localhost for local servers.
o Susername: Default is root for local servers like XAMPP/WAMP.
o Spassword: Leave blank if no password is set for root.

o Sdbname: Replace with your actual database name.

2. new mysqli():
o Creates a new connection to the MySQL server.
3. $conn->connect_error:
o Checks for connection errors. If there's an error, it exits the script with die() and
displays the error message.
4. Sconn->close():
o Closes the database connection. While optional, it's good practice to close unused
connections.
Steps to Test:
1. Save the script as connect_mysql.php in your server's root directory.
2. Ensure you have a MySQL database named my_database or replace it with an existing
database name.
3. Open the file in your browser: http://localhost/connect_mysql.php.
4. |If successful, you will see:
5. Connected successfully to the MySQL database!
6. If there's an error (e.g., incorrect credentials), you will see an error message like:
7. Connection failed: Access denied for user 'root'@'localhost’
Notes:

Replace the credentials (Susername, Spassword, Sdbname) with actual values from your
MySQL server.

Ensure the MySQL server is running on your local machine or the specified host.

Use PDO (PHP Data Objects) for a more secure and flexible way to interact with the
database.



Write a program to keep track of how many times a visitor has loaded
the page

Here is a PHP program that uses cookies to keep track of how many times a visitor has loaded a web
page:

Program: page_visit_counter.php
<?php
// Check if the "visit_count" cookie exists
if (isset(S_COOKIE['visit_count'])) {
// Increment the visit count
Svisit_count =$_COOKIE['visit_count'] + 1;
}else {
// Set initial visit count to 1

Svisit_count = 1;

// Update the cookie with the new visit count

setcookie('visit_count', Svisit_count, time() + (86400 * 30), "/"); // 30-day expiration

// Display the visit count
if (Svisit_count === 1) {

echo "Welcome! This is your first visit to this page.";
}else {

echo "Welcome back! You have visited this page Svisit_count times.";

>

Explanation:
1. Checking the Cookie:

o The script checks if a cookie named visit_count exists using
isset(S_COOKIE['visit_count']).

o Ifit exists, the script increments its value by 1.



o Ifit does not exist, the script sets the visit count to 1.
2. Setting the Cookie:
o The setcookie() function is used to update or create the visit_count cookie.
o The cookie is set to expire in 30 days (time() + (86400 * 30)).
3. Displaying the Visit Count:
o If the visitor is new, a message is shown: "This is your first visit."

o Forreturning visitors, it displays the number of times they have visited.

Steps to Test:
1. Save the file as page_visit_counter.php.
2. Place it in your server's root directory.
3. Open http://localhost/page_visit_counter.php in a browser.

4. Refresh the page multiple times to see the visit count increment.

Notes:
e Cookies are browser-specific, so the visit count will be unique for each browser used.
e Deleting the cookie or clearing the browser cache will reset the count.

e To enhance tracking, you could use server-side sessions or a database instead of cookies.

Write a PHP application to perform CRUD (Create, Read, Update and

Delete) operations on a database table.

To create a PHP application that performs CRUD (Create, Read, Update, and Delete) operations on a
MySQL database table, we will follow these steps:

1. Create a MySQL database table to store records.
2. Create a PHP file to handle the CRUD operations.

3. Create a form to add new records, view records, edit records, and delete records.

Step 1: Create a MySQL Database Table

Assume you have a MySQL database named my_database. Below is the SQL to create a table named
users:

CREATE TABLE users (



id INT(6) UNSIGNED AUTO_INCREMENT PRIMARY KEY,

name VARCHAR(100) NOT NULL,

email VARCHAR(100) NOT NULL,

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);

This table will store user information with name, email, and an auto-incrementing id.

Step 2: PHP CRUD Operations Script (CRUD.php)
<?php

// Database connection settings

Sservername = "localhost";

Susername = "root";

Spassword ="";

Sdbname = "my_database";

// Create a connection

Sconn = new mysqli(Sservername, Susername, Spassword, Sdbname);

// Check connection
if (Sconn->connect_error) {

die("Connection failed: " . Sconn->connect_error);

// Create Operation (Insert)
if (isset(S_POST['create'])) {
Sname =$_POST['name'];
Semail =$_POST['email'];
Ssql = "INSERT INTO users (name, email) VALUES ('Sname', 'Semail')";
if (Sconn->query(Ssql) === TRUE) {
echo "New record created successfully";

} else {



echo "Error: " . $sql . "<br>" . Sconn->error;

// Read Operation (Display records)
Ssql = "SELECT * FROM users";

Sresult = Sconn->query(Ssql);

// Update Operation (Update record)
if (isset(S_POST['update'])) {
$id = $_POST['id"];
Sname =$_POST['name'];
Semail =$_POST['email'];
Ssql = "UPDATE users SET name='Sname', email='Semail' WHERE id=Sid";
if (Sconn->query(Ssql) === TRUE) {
echo "Record updated successfully";
} else {

echo "Error: " . Ssql . "<br>" . Sconn->error;

// Delete Operation (Delete record)
if (isset(S_GET['delete'])) {
Sid =$_GET['delete'];
Ssql = "DELETE FROM users WHERE id=S$id";
if (Sconn->query(Ssql) === TRUE) {
echo "Record deleted successfully";
}else {

echo "Error: " . Ssql . "<br>" . Sconn->error;



?>

<!-- Create Form -->

<h2>Create New Record</h2>

<form method="POST" action="">
<input type="text" name="name" placeholder="Enter Name" required>
<input type="email" name="email" placeholder="Enter Email" required>
<input type="submit" name="create" value="Create">

</form>

<I-- Read (Display Records) -->
<h2>User Records</h2>
<table border="1">
<tr>
<th>ID</th>
<th>Name</th>
<th>Email</th>
<th>Actions</th>
</tr>
<?php
if (Sresult->num_rows > 0) {
while(Srow = Sresult->fetch_assoc()) {
echo "<tr>
<td>" . Srow['id'] . "</td>
<td>" . Srow['name'] . "</td>
<td>" . Srow['email'] . "</td>
<td>
<a href="?edit="". Srow['id'] . "'>Edit</a> |
<a href="?delete=" . Srow['id'] . "'>Delete</a>

</td>



</tr>";
}
}else {
echo "<tr><td colspan='4'>No records found</td></tr>";
}
>

</table>

<l-- Update Form (only shown if editing) -->
<?php
if (isset(S_GET['edit'])) {
Sedit_id =$_GET['edit'];
Ssql = "SELECT * FROM users WHERE id=$edit_id";
Sresult = Sconn->query(Ssql);
Srow = Sresult->fetch_assoc();
>
<h2>Edit Record</h2>
<form method="POST" action="">
<input type="hidden" name="id" value="<?php echo Srow['id']; ?>">
<input type="text" name="name" value="<?php echo Srow['name']; ?>" required>
<input type="email" name="email" value="<?php echo Srow['email']; ?>" required>
<input type="submit" name="update" value="Update">
</form>
<?php
}

>

<?php
Sconn->close();

>



Explanation of the CRUD operations:

1. Create:

o  When the user submits the form with name and email, the create button triggers the
INSERT query to add the new record to the users table.

2. Read:

o The SELECT query retrieves all records from the users table and displays them in an
HTML table.

3. Update:

o When the user clicks "Edit" next to a record, it pre-fills the form with the record's
current values. After the user modifies the values and clicks "Update", the script
updates the record in the database using the UPDATE query.

4. Delete:

o When the user clicks "Delete" next to a record, it deletes that record from the
database using the DELETE query.

Step 3: Test the CRUD Application
1. Create a Database:
o Make sure the my_database database exists.
o Runthe SQL script to create the users table.

2. Save the Script:

o Save the PHP code above in a file named CRUD.php and place it in the root directory
of your server.

3. Access the Application:

o Open http://localhost/CRUD.php in your browser.

o You will be able to:

= Add new records using the Create form.

= View, Edit, and Delete records from the table.

Notes:

e Thisis a simple example. You can further enhance the application by adding form validation
and error handling.

For larger applications, you might want to use prepared statements to prevent SQL injection
and improve security.



Create a web site using any open-source framework built on PHP and
MySQL — It is a team activity wherein students are divided into multiple
groups and each group comes up with their own website with basic

features.

Creating a website using an open-source PHP framework and MySQL is a great way to build dynamic
and maintainable web applications. For this project, we will use Laravel, one of the most popular
open-source PHP frameworks. Laravel provides a robust set of tools for building modern web
applications with ease.

Below is a general approach to creating a website with basic features using Laravel and MySQL. This
example will cover:

1. Setting up Laravel and MySQL
2. Creating a basic CRUD (Create, Read, Update, Delete) functionality for managing user data
3. Implementing a basic user authentication system
4. Displaying dynamic content
1. Setting up Laravel and MySQL
Step 1: Install Laravel

e First, you need to have Composer installed on your system. If you don't have it, download
and install Composer from https://getcomposer.org.

e Install Laravel via Composer by running the following command in your terminal:
e composer create-project --prefer-dist laravel/laravel my-website
e Once installed, navigate into the Laravel project directory:
e cd my-website
Step 2: Set up MySQL Database

e Open .env file in the root directory of your Laravel project and configure the database
settings. For example:

e DB_CONNECTION=mysql

e DB_HOST=127.0.0.1

e DB_PORT=3306

e DB_DATABASE=my_website_db

e DB_USERNAME=root

e DB_PASSWORD=

e Make sure you have created the my_website_db database in MySQL.

To create a database:



CREATE DATABASE my_website_db;

Step 3:

Migrate the Database

Laravel comes with migrations to handle database schemas. You can create and apply
migrations by running:

php artisan migrate

2. Create Basic CRUD Features for User Management

Step 1:

Step 2:

Step 3:

Create a User Model, Controller, and Migration

Laravel provides artisan commands to quickly generate models, controllers, and migrations.
To generate a User model with a corresponding migration and controller, run the following
command:

php artisan make:model User -mcr
This will generate:
o A User model in app/Models/User.php
o A migration file in database/migrations/ to create the users table.
o A UserController in app/Http/Controllers/UserController.php
Define the Users Table Schema

Open the migration file (database/migrations/xxxx_xx_xx_create_users_table.php) and
define the schema for the users table:

public function up()
{
Schema::create('users', function (Blueprint Stable) {
Stable->id();
Stable->string('name');
Stable->string('email')->unique();
Stable->string('password');
Stable->timestamps();
1;
}
Run the migration to create the users table:
php artisan migrate

Define User Model



e Open app/Models/User.php and define the model to work with the database:
e protected $fillable = ['name’, 'email’, '‘password'];
Step 4: Create the UserController
e Open app/Http/Controllers/UserController.php and define the basic CRUD methods:

e namespace App\Http\Controllers;

e use App\Models\User;

e use llluminate\Http\Request;

e class UserController extends Controller

o |

. // Display the list of users

. public function index()

. {

. Susers = User::all();

. return view('users.index', compact('users'));
.}

o

. // Show the form to create a new user

o public function create()

.

. return view('users.create');

. }

.

o // Store a new user

o public function store(Request Srequest)

.

o Srequest->validate([

o 'name' => 'required’,

D 'email' => 'required | email |unique:users',

o 'password' => 'required | min:6',



;

User::create([
'name' => Srequest->name,
'email' => Srequest->email,
'password' => berypt(Srequest->password),

;

return redirect()->route('users.index');

// Show the form to edit a user
public function edit(Sid)
{

Suser = User::findOrFail($id);

return view('users.edit', compact('user'));

// Update a user
public function update(Request Srequest, Sid)
{
Srequest->validate([
'name' => 'required’,
'email' => 'required|email |unique:users,email," . Sid,
'password' => 'nullable | min:6',

;

Suser = User::findOrFail($id);
Suser->name = Srequest->name;
Suser->email = Srequest->email;

if (Srequest->password) {



Suser->password = bcrypt(Srequest->password);

}

Suser->save();

return redirect()->route('users.index');

// Delete a user
public function destroy(Sid)
{

User::destroy(Sid);

return redirect()->route('users.index');

3. Creating Views (Blade Templates)

Step 1: Create Blade Views for CRUD

Users Index (resources/views/users/index.blade.php):
<h2>User List</h2>
<a href="{{ route('users.create') }}">Add New User</a>
<table>
<thead>
<tr>
<th>Name</th>
<th>Email</th>
<th>Actions</th>
<ftr>
</thead>
<tbody>
@foreach (Susers as Suser)

<tr>



<td>{{ Suser->name }}</td>
<td>{{ Suser->email }}</td>
<td>
<a href="{{ route('users.edit', Suser->id) }}">Edit</a>

<form action="{{ route('users.destroy', Suser->id) }}" method="POST"
style="display:inline;">

@csrf
@method('DELETE')
<button type="submit">Delete</button>
</form>
</td>
</tr>
@endforeach
</tbody>
</table>
Create User (resources/views/users/create.blade.php):
<h2>Create New User</h2>
<form action="{{ route('users.store') }}" method="POST">
@csrf
<input type="text" name="name" placeholder="Name" required>
<input type="email" name="email" placeholder="Email" required>
<input type="password" name="password" placeholder="Password" required>
<button type="submit">Create</button>
</form>
Edit User (resources/views/users/edit.blade.php):
<h2>Edit User</h2>
<form action="{{ route('users.update’, Suser->id) }}" method="POST">
@csrf
@method('PUT')
<input type="text" name="name" value="{{ Suser->name }}" required>

<input type="email" name="email" value="{{ Suser->email }}" required>



o <input type="password" name="password" placeholder="New Password">
o <button type="submit">Update</button>

e </form>

4. Define Routes
In routes/web.php, define the routes for the CRUD operations:

use App\Http\Controllers\UserController;

Route::resource('users', UserController::class);

This will automatically generate the routes for all CRUD operations (index, create, store, edit, update,
destroy).

5. Run the Application

To test the application:
e Start your Laravel development server:
e php artisan serve

e Visit http://localhost:8000/users in your browser to view and interact with the user
management interface.

Additional Features You Can Add:

e Authentication: Use Laravel’s built-in authentication system to allow users to register and log
in. You can use Laravel Breeze, Laravel Jetstream, or Laravel Ul to implement this.

e Search/Filter: Add search and filtering options on the users' list page.
e Form Validation: Implement more robust form validation to improve data integrity.

e Styling: Use a front-end framework like Bootstrap or Tailwind CSS to enhance the design and
responsiveness of the application.

This is a basic outline of how you can build a website using Laravel and MySQL for a team activity. It
provides CRUD functionality, user management, and a simple interface to interact with the database.



